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OIIPEJAEJIEHUSA

B HacTosmieM JOKyYMEHTE HWCHOJIB3YIOTCS CIEIYIOIIUE TEPMHUHBI M HX
OIIPEIEIICHMUS.

ABTOMATH3MPOBAHHAA CHCTEMA — CHUCTEMA, COCTOSIIAs W3 IEPCOHANA H
KOMIUIEKCAa CpEACTB aBTOMATH3allMM €ro JesTeNIbHOCTH, peau3ylomias HH(popma-
IUOHHYIO TEXHOJIOTHIO BBIIIOJIHEHUS! YCTAHOBJIEHHBIX (QYHKIUI.

AyTeHTH(UKALUA OTHPABUTENs JAHHBIX — IMOATBEPXKICHUE TOTO, YTO OT-
IIPaBUTENb MOJYYEHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTh NEPCOHANBHBIX JAHHBIX — COCTOSIHUE 3aIIUIIECHHOCTH IIEPCO-
HaJIbHBIX JAHHBIX, XapaKTEPU3YEMOE CIOCOOHOCTBIO IMOJIb30BATENCH, TEXHHUUYECKUX
CPEACTB M HMH(POPMALMOHHBIX TEXHOJIOTUH OOecneynTh KOH(PUACHUUAIbHOCTD, Iie-
JIOCTHOCTh M JIOCTYITHOCTb IE€PCOHAJBHBIX JAAHHBIX NMPU UX 00paboTke B MH(pOpMAa-
LIMOHHBIX CUCTEMAX IIEPCOHAIBHBIX JTAHHBIX.

BbJioknpoBaHNe NMepCcoOHATBbHBIX JAHHBIX — BPEMEHHOE IpeKpalieHne coopa,
CUCTEMATU3ALIMY, HAKOIUICHMS, HCIOJIb30BAHMS, PACIPOCTPAHECHUS TNEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX MepEJauH.

Bupyc (KOMIBIOTEPHBINH, NMPOrPAMMHBIN) — UCIIOJIHAEMBIA IPOTPAMMHBIN
KOJT WJIM WHTEPHPETUPYEMbI HAOOp WHCTPYKLUM, OOJadaroluid CBONCTBAMH He-
CaHKLIMOHUPOBAHHOI'O pacIpoCTpaHeHHsT W caMmoBocnpousBeneHus. Co3naHHbIe
TyOIuKaThl KOMIIBIOTEPHOTO BHpyca HE BCEI/la COBMAJAIOT C OPUTHHAIOM, HO CO-
XPaHSIOT CIIOCOOHOCTH K JalIbHEHIIEMY pacpOCTPAaHEHHUIO U CAMOBOCIIPOU3BEICHUIO.

BpenonocHasi mporpamMma — mporpamma, NpeIHa3HAadYeHHAs I OCYILECTB-
JICHUS] HECAHKIIMOHWPOBAHHOIO JOCTYNMa M (WJIM) BO3ACHCTBHUS HA IMEPCOHAJIbHBIC
JTAHHBIE UJTU peCypChl UHPOPMAIIMOHHOM CUCTEMBI IEPCOHATIBHBIX TAaHHBIX.

BenomoraresibHbIe TeXHHYECKHE CPeICTBA M CHCTEMbI — TEXHUYECKHE
CpEICTBa W CHCTEMbI, HE NpeJHa3HaueHHbIC JUIs Mepenadr, oOpaboTKH U XpaHEHUs
IIEPCOHAJIBHBIX JAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMU CPEICTBaAMU
U CHCTeMaMH, MpeJIHa3HAYeHHBIMHU i1 0OpaOOTKH MEPCOHANBHBIX AAHHBIX WM B
MOMEIIECHHAX, B KOTOPBIX YCTAHOBJICHbl HH(OPMAIIMOHHBIE CHCTEMBI MEPCOHATBHBIX

JaHHBIX.



Joctynm B omepauMoOHHYI cpeay KomnbiOTepa (MHGOPMALMOHHOM
CHCTEeMBbl TEPCOHAJBHBIX JAAHHBIX)— T[OJTyYCHHE BO3MOXKHOCTH 3allycKa Ha
BBINIOJIHCHUE INTATHBIX KOMaHHA, (YHKIMA, MpOLEAyp OMNEPalMOHHOW CHUCTEMBI
(YHHUUTOXKEHUSI, KOMMPOBAHUS, TIEPEMEIIICHUS U T.11.), UICTIOJHAEMBIX (DaiiioB MPUKIIATHBIX
pOrpamM.

Jloctyn K HMH(OPMANMU — BO3MOXXHOCTh TONy4YeHHs HH(OpMAIMU U ee HC-
M10JIb30BAHUS.

3ak/iaiouHOe YCTPOMCTBO — 3JIEMEHT CPE/ICTBAa CheMa MH(OpMAIMK, CKPHITHO
BHEZIPSIEMbIN (3aKJ1a/1bIBAEMbI MJIM BHOCHMBI) B MECTa BOBMOXKHOTO CheMa MH(pOpMAaIIH
(B TOM 4HClle B OrpaKA€HHE, KOHCTPYKIHIO, OOOpYIOBaHHE, MPEIMEThl HHTEPHEPA,
TPAHCIIOPTHBIE CPEJCTBA, & TAKKE B TEXHUYECKHE CPEACTBA M CHCTEMBbI O0OpabOTKH
uHbOopMaIUn).

3ammmaemasi uHpopManusa — WHPOpPMAIWS, SBISIOMIAICS TPEIMETOM COO-
CTBEHHOCTH M TMOJUIeKAIlasi 3alIUTe B COOTBETCTBUM C TpeOOBAaHUSMU IPABOBBIX
JIOKYMEHTOB WJIM TPEOOBaHUSIMH, YCTAHABIMBAEMbIMU COOCTBEHHUKOM MH(OPMAIIIH.

Nnentudukanus — MNPUCBOCHUE CYOBEKTAaM M OOBEKTaM JOCTyMa WJIECHTU-
dbukaropa W (WIM) CpaBHEHUE TMPEABSIBISIEMOTO WIECHTU(HUKATOpA C TEpPEeYHEM
IIPUCBOEHHBIX UACHTHU(PUKATOPOB.

NHpopMaTUBHBIM CHUIHAJ — DJIEKTPUYECKUE CHUTHAJIBI, AKYyCTHUECKHUE, DIICK-
TPOMAarHUTHBIE U JIpyrue (pU3HIecKue moss, o napaMmeTpam KOTOpbIX MOXKET ObITh PacKpbITa
KOH(uaeHIMambHas  uHGopManus  (IepCcOHAIbHbIE  JaHHbIE) oOpalaTbiBaeMmas B
MH(OPMALIMOHHOM CUCTEME NIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnass cucrema mnepcoHadabHbIX AaHHbIX (UCIIIH) —
uH(OpMAIMOHHAs CUCTEMA, MPEJCTABIAOMAs cCOO0H COBOKYIHOCTh MEPCOHABHBIX
JAaHHBIX, COEepXKaIUXCcsl B 0a3e JaHHBIX, a Takke MH(OPMALMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX  CPEACTB, MO3BOJISIIOUIMX  OCYIIECTBISATH  0OpabOTKYy  TaKuX
NEPCOHANBHBIX JAaHHBIX C MCIOJIb30BAaHUEM CpPEJICTB aBTOMAaTH3aluUd WU 0e3

HCIIOJIB30BaHUs TaKUX CPCACTB, UCIIOJIb3yCMas B O6paBOBaTeJ'II)HOM YUPCIKIACHNU.



NudopmaniuoHHble TEXHOJOTHHU — IIPOLIECCHI, METOIbI ITOMCKA, COOPa, XpaHEHUS,
00pabOTKH, MPEAOCTABIICHHS, PACTPOCTPAHESHUSI THPOPMAITUH U CIIOCOOBI OCYIIECTBICHUS
TaKHUX MPOILIECCOB U METOIOB.

HUcnosb30BaHue MNePCOHANBHBIX JaHHBIX — JCHCTBUSA (Omepanuu) C
MIEPCOHAIILHBIMU JTAHHBIMU, COBEPIIIAEMBIC OTIEPATOPOM B IIEJISIX MPUHSATHS PEIICHUN
WIN COBEPIIEHUS WHBIX JEUCTBUM, MOPONKIAIOMUX IOPUAMYECKUE MOCIEIACTBUS B
OTHOIIICHUH CyObEKTa MEePCOHATBLHBIX JAHHBIX WM APYTHX JIUI THO0 MHBIM 00pa3oM
3aTparvBalolIUX MpaBa U CBOOOJABI CYObEKTa MEPCOHAIBHBIX JAHHBIX WM APYTHX
JULL.

HUcTounnk yrpo3sl Oe3omacHocTu MHGOPMANMH — CyOBEKT JIOCTyIa, Mare-
PUATBHBIA OOBEKT WM (PU3MUUECKOE SIBJICHUE, SBISIONIMECS MPUYUHON BO3HUKHOBEHUS
yIrpo3bl 0€30MaCHOCTU UH(OPMAIUH.

Koutpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPHUS, 3aHUE, YaCTh 3IaHMUA,
MOMEIIIEHHUE), B KOTOPOM UCKITFOUEHO HEKOHTPOIUPYEMOE MPeObIBaHNE TOCTOPOHHHUX JIUIL, &
TaKOKE TPAHCTIOPTHBIX, TEXHUYECKUX ¥ MHBIX MaTePUATbHBIX CPE/ICTB.

KonduaeHunaabHOCTh MEPCOHATBHBIX JAHHBIX — 00s3aTebHOE IS COOIIO-
JICHUST OTIEPAaTOPOM WM WHBIM TIOYYHBIIAM JIOCTYI K TEPCOHATBHBIM JaHHBIM JIIIOM
TpeOOBaHUE HE JOMYyCKaTh MX pachpocTpaHeHusi 0e3 corsiacusi CyObeKTa MePCOHATBHBIX
JTAHHBIX WM HAJTMYKS MTHOTO 3aKOHHOTO OCHOBAHHUSL.

MexceTeBOM JIKpaH — JIOKATbHOE (OJHOKOMITIOHEHTHOE) WM (DYHKIIMOHATBHO-
pacrpeieNIeHHOE MporpaMMHOE  (IIPOrpaMMHO-aNIapaTHOE) CPeACTBO  (KOMIUIEKC),
peaM3yrolIee KOHTPOJIb 3a MH(OpMaIHEi, NOCTyNarome B MHPOPMAIIMOHHYIO CUCTEMY
MIEPCOHATBHBIX JJAHHBIX U (MJIM) BBIXOSAIICH 13 UH(OPMAIIMOHHON CUCTEMBI.

Hapymurennb 0e30MacHOCTH MEPCOHAIBHBIX JAHHBIX — (DU3HUYECKOE JIHIIO,
CIy4ailHO WA MPEIHAMEPEHHO COBEPIIAIOIIEE JCHCTBUS, CIEICTBUEM KOTOPBIX SIBIISETCS
HapyIlleHHe Oe30MacCHOCTH TEPCOHAIBHBIX JAHHBIX MpU MX 00pabOTKE TEXHUYSCKUMU
cpencTBamMu B MH(OPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX TAHHBIX.

HeaBromaTnznpoBanHasi 00padoTKa NMEePCOHAJBHBIX JaHHBIX — 00paboTKa
NMEPCOHANBHBIX  JaHHBIX, COJEPXKAIUXCSd B  HMHPOPMAIMOHHOM  CHCTEME
NEPCOHANBHBIX JIaHHBIX JIMOO W3BJICYEHHBIX W3 TaKOM CHUCTEMBI, CUUTAETCA
OCYUIECTBJICHHOM 0e3 UCIIOJIb30BaHUS CpEeIICTB aBTOMaTU3alluU
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(HeaBTOMATU3MPOBAHHOM), €CJIM TaKhe JEHCTBUSA C MEPCOHATBHBIMU JAHHBIMH, Kak
UCIIOJIb30BAHUE, YTOYHEHHWE, pacHpOCTPaHEHUE, YHHUYTOXEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIIEHUHM KaXIOTO U3 CYOBEKTOB TNEPCOHANBHBIX JIAHHBIX,
OCYUIECTBIISIIOTCA MPU HENOCPEACTBEHHOM yYaCTHUH YEJIOBEKA.

HenexnapupoBanHble BO3MOKHOCTH —  (DYHKIMOHAJIBHBIE BO3MOKHOCTU
CPEJICTB BHIYMCIIUTEILHON TEXHUKHU, HE OTMCAHHbIE WM HE COOTBETCTBYIOIIHE ONMCAHHBIM B
JOKYMEHTALHH, IpA  HCHOJB30BAHUM  KOTOPBIX  BO3MOYKHO HapylIeHUEe
KOH(DHAECHIIMATBHOCTH, JJOCTYITHOCTH WITH LIEIOCTHOCTH 00pabaThiBaeMoii MH(OpMaIiu.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKUUMOHUPOBAHHbIC efCTBUSA) —
JOCTYN K MHGpOpPMAIMM WM JCHUCTBUSL ¢ MH(OpMAIMEl, Hapyllarolpe IMpaBuia pas-
IpaHUYEHUSI JOCTyIla C HCHOJBb30BaHMEM INTATHBIX CPEICTB, MPEAOCTABISIEMBIX
MH(POPMAITMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX JTAHHBIX.

Hocurens undgopmanum — Gu3nyueckoe U0 WIM MaTepUATIbHBIA 00BEKT, B TOM
yycie (PU3MYECKOoe ToJie, B KOTOPOM HH(OpMAIMsl HAXOAUT CBOE OTPAKEHUE B BHUJIE
CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUHA M IPOLIECCOB, KOIMYECTBEHHBIX
XapaAKTEPUCTUK (PU3NUECKUX BEITMUHH.

O0e3MYuBaHue TEPCOHAJBHBIX JAHHBIX — JCHCTBUSA, B peE3yJibTare
KOTOPBIX HEBO3MOXKHO OIPEACIUTh MPUHAIICIKHOCTh MNEPCOHAIBHBIX JAaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX JaHHBIX.

OO0paboTka NepPCOHAJBHBIX JAHHBIX — JEHCTBUS (ONEpanyu) C MEePCOHAb-
HBIMH JIAHHBIMH, BKJIFOUasi cOOp, CHCTEMAaTW3alliio, HAKOIUIEHHE, XpaHEHUE, YTOUHCHUE
(oOHOBJIEHME, U3MEHEHHE), UCTIOJIL30BaHUE, PACHPOCTPAHEHHE (B TOM YHCIE Mepenady),
o0e3MuuBaHue, OJJOKMPOBAHNE, YHUUTOKEHUE MTEPCOHAIBHBIX JIAHHBIX.

OO0menocTynHbie MepcoHaJbHbIE JaHHBbIE — IEPCOHAIBHBIE JIaHHbBIE, TOCTYII
HEOTPAHWYEHHOTO Kpyra JHI[ K KOTOpPhIM IMpPEAOCTaBIEH C COTrjlacusi CcyObeKTa
MEPCOHANBHBIX JAHHBIX WJIM Ha KOTOPbIE B COOTBETCTBHH C (eaepabHbIMU
3aKOHAMH HE PaclpocTpaHseTcs TpeOoBaHue COOMIOACHUS KOH(DUICHIIUATBLHOCTH.

Oneparop  (MEepCOHAJNBHBIX  JaHHBIX) —  TOCYJApPCTBEHHBIN  Opra,
MYHHLIMTIAIbHBIA OpraH, I0pUInYecKoe WM (U3UYECKOE JIMI0, OpraHu3yolee U (Hin)
OCYHIECTBIISIFOIIEE 00pabOTKy MEPCOHATBHBIX JAHHBIX, & TAKKE OMPENENSIONIne eI U
coziepkanue 00pabOTKH MEPCOHANBHBIX TaHHbIX.
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IlepexBatr (uHopManMu) — HEMIPABOMEPHOE MOJTyYeHUE UHPOpPMALIUU C UC-
MOJIb30BAaHNEM TEXHUYECKOTO CPEJCTBA, OCYIIECTBISAIONIEIO OOHAPYKEHHE, IPUEM U
00paboTKy HH(POPMATUBHBIX CUTHAJIOB.

IlepconanibHbIe JaHHBIE — J1I00ass UHPOPMALIHS, OTHOCSIIASCS K OIpENeIIeH-
HOMY WJIM OIpeNeIsieMOMY Ha OCHOBAHMHU TakoW uMHGpopMarmu (HU3NYECKOMY JUILY
(cyOBeKTy MepCcOHANbHBIX JAHHBIX), B TOM 4YUCie ero ¢haMuius, UMs, OTYECTBO, TOJI,
MECHIl, J1aTa U MECTO POXKACHHS, aJpec, CEMEIHOE, COLUMAIbHOE, UMYIECTBEHHOE
NoJIOKEHUE, 00pa3oBaHue, npodeccus, T0X0Ibl, Apyras UHPOopMaIHs.

ITo0ounbIE 3JIEKTPOMATHUTHbBIE U3J1yYeHust U HABOJAKH —
AIIEKTPOMArHUTHBIE M3IYYEHUS] TEXHUYECKUX CPEACTB OOpaOdOTKH 3allHIIaeMOi
uH(pOpMaIK, BO3HUKAIOIINE KaK TOOOUYHOE SIBJICHUE U BbI3BaHHBIC 3JIEKTPUUECKUMU
CUTHAJIAaMH, JCUCTBYIOIIMMHU B HMX JJIEKTPUYECKUX WM MAarHUTHBIX LEMAX, a TaKKe
AIEKTPOMArHUTHBIE HABOJKH JTUX CHUTHAJOB HA TOKONPOBOASIIUE JIMHUU,
KOHCTPYKILHH U LETH MUTaHUS.

I[MoMTHKA «YHCTOr0 CTOJIa» — KOMIUIEKC OPraHU3allMOHHBIX MEPONPHUSITHM,
KOHTPOJIUPYIOIUX OTCYTCTBHUE 3alUCHIBAaHUS HAa OyMa’KHbIE HOCHTENM KIIOUeH u
aTpuOyTOB J1OCTYMA (MapoJiei) U XpaHEeHUsl X BOJIU3U OOBEKTOB AOCTYIA.

IHoab30Baressib MHGPOPMAIMOHHOM CHCTEMbI MMEPCOHAJBHBIX JTAHHBIX —
JUIO, yyacTByrouee B  (YHKIMOHUPOBAHMM  HMH(POPMALMOHHOM  CHUCTEMBI
NEPCOHAJIBHBIX JAHHBIX WJIA UCTIONB3YIOLIEE PE3YIbTaThl €€ PYHKIIMOHUPOBAHMS.

IIpaBuia pasrpaHMyeHHs J0CTYNA — COBOKYIMHOCTh NIpaBWJ, pErjiaMEHTH-
PYIOIIMX IpaBa A0CTyna CyObeKTOB JOCTyIA K 00bEKTaM JOCTyIa.

IIporpammHasi 3akjajka — KOJ MPOTrpaMMbl, PETHAMEPEHHO BHECEHHBIA B
OporpamMmy C I€JIbIO OCYIIECTBUTh YTE€UKY, U3MEHUTh, OJOKHPOBAaTh, YHUUTOXUTh
MHOOPMAIMIO WIA YHUYTOXHUTh U MOAMGUUMPOBATH MPOTpaMMHOE OOecrnedeHue
WH()OPMAITMOHHOW CHUCTEMBl TIEPCOHANBHBIX MAaHHBIX W (WiHM) OJIOKUPOBAThH amma-
paTHBIE CPEACTBA.

IIporpammuoe (mporpaMMHO-MaTeMaTH4YeCKoe) BO3/JelicTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JEHCTBHE HAa  pPECypchl  aBTOMATHU3UPOBAHHOU
MH()OPMAIMOHHONW CHUCTEMBI, OCYILIECTBISIEMOE C MCIOJIb30BAHUEM BPEIOHOCHBIX

IPOrpaMM.



PackpbiTHe NEpPCOHAJBHBIX [JaHHBIX — YMBIIUICHHOE WIM Cily4alHOe
HapylieHne KOHOHUICHIINATLHOCTH MEPCOHATBHBIX JAHHBIX.

PacnpocTpaHenne nepcoHANbHBIX JAHHBIX — JCHCTBUS, HAllpaBJICHHbIC HA
nepefadyy MEepCOHANBHBIX JaHHBIX ONpPEAEICHHOMY Kpyry Jul (mepenada
MEPCOHAIBHBIX JIAHHBIX) WJIM Ha O3HAKOMJICHHE C TMEPCOHAIbHBIMU JIAHHBIMU
HEOTPAaHWYEHHOTO KpyTra JIUII, B TOM YUCJie 0OHApOJOBaHUE TIEPCOHATBHBIX JaHHBIX B
CpeICTBaX  MaccoBOM  HWH(pOpMAIMHM,  pa3MeleHue B HWH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEIOCTaBICHUE JIOCTYNa K MEPCOHAIbHBIM
JIAHHBIM KaKUM-JIHOO MHBIM CTIOCOOOM.

Pecypc uH(pOpMaLIMOHHOM CHCTEMbI — UMEHOBAHHBIN 3JIEMEHT CHUCTEMHOTIO,
MPUKIIATHOTO W arnmapaTHOIo oOecrieueHus (GYyHKIMOHUPOBAHUS
MH()OPMAIIMOHHON CHCTEMBI.

CpencrBa BbIYMCINTEIbHOH TEXHHMKH — COBOKYITHOCTH MPOIPAMMHBIX U TEX-
HUYECKUX DJIEMEHTOB CHCTEM OOpaOOTKH JIaHHBIX, CIIOCOOHBIX (DYHKIIMOHMPOBATH
CaMOCTOATENILHO WJIA B COCTaBE JPYIMX CUCTEM.

Cy0bekT nocryna (Cy0beKT)— JIMIO WIM MPOLECC, AEUCTBUS KOTOPOTO per-
JAMEHTUPYIOTCS PABWIIAMH pa3rpaHUYeHUs J0CTyMa.

Texnnueckue cpeacrsa HH(POPMAUMOHHON CHCTEMbI MNEPCOHAIbHBIX
JAHHBIX — CPEJCTBA BBIUMCIUTENIHHON TEXHUKH, WHGOPMAIIMOHHO-BBIYMCIUTENHHBIC
KOMILJIEKCHI I CETH, CPEJICTBA M CUCTEMBI Tiepeaun, mprueMa u oopadotku [1/1H (cpeactsa u
CHCTEMBI 3BYKO3AaIIMCH, 3BYKOYCWJICHHsS], 3BYKOBOCIPOM3BEICHUS, IIEPETOBOPHBIE U
TEJICBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJIEHMS, THPAKUPOBAHUS JOKYMEHTOB W
Jpyrve TEXHUUYECKUE CPEJICTBa OOpabOTKH PEeueBOM, rpaguyeckoi, Buieo- U OyKBEHHO-
mdpoBoit MHPOpMaIK), MPOrPaMMHBIE CPEICTBa (OINEPAIIMOHHBIE CHCTEMBI, CHCTEMBI
yIpaBjieHus Oa3aMu JAHHBIX M T.L.), CPEACTBA 3alUThl MH(POpPMALMH, NPUMEHSEMbIE B
UH(POPMAIIOHHBIX CUCTEMAX.

TexHuyeckuil KaHaja yTe4KH MH(OPMALUM — COBOKYNHOCTb HOCUTENS HH-
dbopmanmu  (cpeactBa 00paOOTKM), (U3MUECKOM Cpelbl  pacripocTpaHeHus HHGOp-
MaTUBHOT'O CUTHAJIA U CPE/ICTB, KOTOPHIMH JOOBIBAETCS 3allMIaeMasi ”HpopMarus.

TpancrpanuyHasi mepefadya MNePCOHAJIBHBIX JIAaHHBIX —  [epegaya
NEPCOHANIbHBIX AaHHBIX ornepaTopoMm uepe3 ['ocynapcTBeHHyto rpanuiy Poccuiickoi
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denepanuy  opraHy BJIACTH HMHOCTPAHHOTO TOCYAapCTBa, (PU3UYECKOMY WM
IOPUANYECKOMY JIMIY HHOCTPAHHOTO TOCYyAapCTBa.

¥Yrpo3bl 0€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBUMA U
(haKTOpOB, CO3MAOIIMX OMACHOCTh HECAHKIIMOHMPOBAHHOTO, B TOM YHCJIE CIyYaifHOTO,
JIOCTYTA K MEPCOHATIBHBIM JIaHHBIM, PE3YJIBTaTOM KOTOPOTO MOYKET CTATh YHUUYTOXKEHUE,
W3MEHEHHUE, OJIOKMpPOBaHHWE, KOMMPOBAaHKUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JTAHHBIX, a
TAKOKE WHBIX HECAHKIIMOHMPOBAHHBIX JCHCTBUM TpU MX 00pabOTKe B MH(OPMAIIOHHON
CUCTEME NTEPCOHATIBHBIX JAHHBIX.

YHHUYTOXXEHHE TMEePCOHAJBbHBIX JAHHBIX — JICUCTBUS, B PE3YJIbTaTe KOTOPBIX
HEBO3MOXXHO BOCCTAaHOBHUTBH COJICPYKAHUE TEPCOHAIBHBIX JAHHBIX B HH(POPMAIMOHHOM
CUCTEME TMIEPCOHAIBHBIX JAHHBIX WJIA B PE3yJbTare KOTOPHIX YHUYTOXKAKOTCS
MaTepHUaIbHbIE HOCUTEIM MTEPCOHANBHBIX JAaHHBIX.

YT1euka (3amuinaemMoiil) uHGOpManMU MO0 TEXHUNYECKUM KAaHAJIaM — HEKOH-
TPOJIMPYyEeMOE pacIpocTpaHeHue WH(POpPMAIMK OT HOCUTENS 3allUINAcMON HH(pOPMAIIH
yepe3 (Pu3UYecKkyro cpeay 10 TEXHUUYECKOrO CPEICTBA, OCYIIECTBIIIOLIETO IEepexBat
uHdopMaIuu.

Ys3BUMOCTB — CcJ1a00CTh B CPEJICTBAX 3ALIUTHI, KOTOPYIO MOXKHO UCIIOIb30BaTh JJIs
HapyIIEHHUs CUCTEMBI WM COJIEprKalleiicsl B HEM MH(pOpMAaLIWK.

esocTHOCTH MH(pOPMALIUM — CTTOCOOHOCTH CPEACTBA BHIYMCIIUTEIBHON TEXHUKH
WIM aBTOMATU3UPOBAHHOM CHCTEMbI OOeCIeurMBaTh HEW3MEHHOCTh HWH(OpMAlMU B

YCIIOBHSX CITy4altHOTO W/WJIM MPEAHAMEPEHHOTO HCKKEHUS (Pa3pyILCHHS ).
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OBO3HAYEHUSA N COKPALLIEHUSA

ABC — aHTUBHpYCHBIE CPE/ICTBA

AC — aBTOMaTHU3UpOBaHHAs CHCTEMA

APM — aBTOMaTH3UpOBAaHHOE PAdOYEE MECTO

BTCC — BcnomorarenbHble TEXHUUECKHUE CPEACTBA U CUCTEMBI
NCII 11 — nadopMariioHHast cucTeMa MepCoHANTBHBIX JAHHBIX
K3 — koHTpONIMpyemas 30Ha

JIBC — nokasnpbHasi BEIYUCIUTEIIbHAS CETh

MD — mexceTeBoi IKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN IOCTYT

OC — onepalioHHAas CUCTEMa

OV — oOpazoBarenbHOE yUpexKICHUE.

[1/IH — mepcoHabHBIE JAHHBIE

I[IMB — nporpamMmmMHO-MaTeMaTUYECKOE BO3ICHCTBUE

[1O — nporpamMmmHOe obecrieueHme

[IBDMUH — nobouHbIe 37IeKTPOMArHUTHBIEC U3Ty9IECHHS U HABOJIKU
CA3 — cucrema aHanm3a 3alMIIEHHOCTH

C3U — cpencTsa 3aiMThl HHPOPMALIUH

C3I1/In — cuctema (mocucTemMa) 3aiuThl IEPCOHATBHBIX IAHHBIX
COB — cucrema oOHapyKeHUSI BTOP>KEHUIMA

TKYU — texnudeckne KaHabl yTeUKd HH)OPMAITAH

TC — TexHnueckue cpeacTpa

VYBII/IH — yrpo3bl 6€30MacCHOCTH MEPCOHATBHBIX JAHHBIX

AWDB — anmunKcTpaTop MHGOPMAITMOHHOM O€30MaCHOCTH
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BBEJAEHUE

Hacrosimas Konnenuus MH(POPMAITMOHHOM 0e30MacHOCTH NCIIH,
ucnonb3yemass B MBJIOY «IIPP — n/c Ne34 «Psiounymikay (manee - OY), sBusercs
opuIMaTbHBIM JOKYMEHTOM, B KOTOPOM OIpelelieHa CHUCTeMa B3IJIAJ0B Ha
obecrieuenne nHbopmarmonHon 6ezonacHocta OV,

Hacrosimas Konuenuus omnpenenser OCHOBHBIC €M U 33/Jaud, a TakKke
OOy 0 CTPATEruio MOCTPOCHUS CHCTEMBI 3alUThI TepCcOHANBbHBIX HaHHBIX (C3I1/1H)
OVY. KoHuenuusi omnpenensieT OCHOBHbIE TpeOOBaHHA M 0a30Bble MOAXOAbl K HX
peanusanuu JUist JOCTUKEHUS TpeOYeMOro ypoBHs 0€30IacCHOCTH UHPOPMALUH.

Konuenuust pa3paboTaHa B COOTBETCTBHM C CHUCTEMHBIM MOAXOAOM K
o0ecnieyeHno HH(HOpMaLMOHHON Oe30macHOCTH. CHUCTEMHBIN MMOAXO0/ MpeIoiaraer
IIPOBEICHHE KOMIUIEKCA MEPONPUATHI, BKJIIOYAIOIIMX HCCIEJAOBAHHE YIPO3
uH(POPMaILlMOHHON 0€30IacCHOCTU U Pa3pabOTKy cucTeMbl 3auThl [1/1H, ¢ mo3ummu
KOMIUIEKCHOTO TPUMEHEHHMS TEXHUYECKUX W OpPraHU3alMOHHBIX MEp WU CPEACTB
3aILUTHI.

[Ton wunpopManmonHoit 6e3omacHocThio [I/[H MOHMMAaETCs 3aIIUIEHHOCTH
NEPCOHANIBHBIX JAaHHBIX W oOpalaTeiBaroled MX WHQPACTPYKTYpbl OT JIFOOBIX
CIIy4alHBIX WJIH 3JIOHAMEPEHHBIX BO3JCUCTBUN, PE3YJIbTATOM KOTOPBIX MOKET
SBUTHCSI HAaHECEHUE yiiepOa camoil nndopmaiuu, ee Biaaenbiam (cyonrexkram [1/1nH)
uiu  uHpacTpykType. 3amaud  HUHGOPMAIMOHHONW 0€30MacHOCTH CBOJATCS K
MUHUMH3aLUU yuiepda OT BO3MOXKHOM peanusanuu yrpo3 OesomacHoctu I[1/IH, a
TaKke K MPOrHO3UPOBAHUIO U TPEAOTBPAILICHUIO TAKUX BO3/ICHCTBHUIA.

KoHuenuust ciy’>kUT OCHOBOW JJisi pa3pabOTKH KOMILUIEKCA OpraHU3alMOHHbIX
¥ TEXHUYECKUX Mep 1o obecrnieueHnio nHpopmarmonHon 6ezonacHoct OV, a Taxke
HOPMATHUBHBIX U METOJMYECKHX JOKYMEHTOB, OOECIEUMBAIONINX €€ pean3aluio, 1
HE TMpeamnojiaraeT TMOAMEHBl (YHKIUNA TOCYIapCTBEHHBIX OpPraHOB  BJIACTU
Poccuiickoit  deneparum, oTBeHaronmmx ~3a  oOecrmedueHwe — 0€30macHOCTU
WH(POPMAITMOHHBIX TEXHOJIOTUHN U 3aIUTy UH(GOPMAIIUH.

Konuenmus sBisgeTcst METOIOJIOTHYECKOM OCHOBOM JIJIS:
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dbopMupoBaHUS U MPOBEICHUS €IUHOMN MOJUTUKU B 001aCTH obecrieueHus 0e3-
onacHoctd I1/In B UCII[n OVY;
NPUHATHUS YIIPABIEHYECKUX PEIICHUN U pa3pabOTKH MPaKTUYECKUX MEp IO BO-

TUIOLICHUIO MOMUTUKH Oe3onacHOCTH [1JIH 1 BIpaOOTKH KOMILIEKCa COTiaco-

BaHHBIX MEP HOPMATHBHO-TIPABOBOT0, TEXHOJOTUYECKOTO U OPTraHU3AIIMOHHO-

TEXHUYECKOTO XapaKTepa, HallPaBJICHHBIX Ha BISIBJICHUE, OTPAKEHHUE U JTUKBU-
JALWIO0 TTOCJIEICTBUN PEATN3aliK PA3IuYHbIX BUIOB yrpo3 11/1H;
KOOPJIMHAIIUU JESATENbHOCTU CTPYKTYPHBIX NojpasaeneHuit OY npu npoBeieHun
pabot no pazsutuio u 3kcmutyatauuu UCITIH ¢ cobmoaennemM TpeboBaHui
obecrieueHus 6e3onacHoctu I1/1H;
pa3paboTKU MPEITIOKEHUI 110 COBEPIIIEHCTBOBAHUIO MIPABOBOTO, HOPMATHUBHOTO,
METOMYECKOT0, TEXHUYECKOTO ¥ OPraHU3alMOHHOr0 o0ecreyeHus: 6e30nacHo-
ctu [1/1n 8 UCITn OVY.

O6nacty mpumeHeHuss KoHuenmuu pacnpocTpaHsieTcs Ha BCE CTPYKTYpHBIC
noapazzaenenuss OV, 3KCIUTyaTUPYIOIIME TEXHHMYECKHE U MPOTrpaMMHBIE CpPENICTBA
NUCTI/IH, B KOTOpBIX OCYIIECTBISIETCS aBTOMAaTU3UpOBaHHas oOpaborka [1J[H, a
TAaK)K€ Ha MOAPA3ACIICHUS, OCYLIECTBISIOIIME COMPOBOXKIECHUE, OOCIYy)KMBAaHUE U
oOecrnieyeHue HopManbHOTO (pyHKIMOHUpoBaHust UCII/IH.

[IpaBoBoii 6a30it nist pazpadbotku HacTosmel Konnenmuu ciry>xat TpeboBaHus
nercTByonmXx B Poccnn 3aKOHOMATENBHBIX W HOPMATHBHBIX JIOKYMEHTOB TIO

oOecrieueHunto0 0€30MacCHOCTH MepcoHaIbHbIX JaHHBIX ([1/[H).
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1. O01mme MoJI0KEeHUA

Hacrosmas KoHuenmus omnpenenser OCHOBHBIE LENM M 3aJa4d, a TakKkKe
OOIIYIO0 CTpaTEruio MOCTPOEHUSI CUCTEMBI 3alIUThl MEpCOHANBHBIX NaHHBIX (C3I1/1H)
OV, B coorBercTBuu ¢ Ilepeunem MCII/In OY. Konnenmus onpenenser OCHOBHBIE
TpeOoBaHUS M 0a30BbIE MOIXOIBl K HUX peaNM3aliu, i1 JOCTHXKEHHUS TpedyemMoro
YPOBHS 0€3011aCHOCTH HH(OPMALIUH.

C3II[1x mnpeacraBiasieT coOOW COBOKYIHOCTh OpPraHU3allMOHHBIX M TeX-
HUYECKUX MEpOonpusaTHil Juist 3amuThl [I/IH OT HempaBOMEpPHOIO WM CIIy4alHOIO
JOoCTyna K HUM, YHUYTOXEHHS, W3MEHEHHUs, OJIOKUPOBAaHUS, KONMMPOBAHUs, pac-
npoctpadenus [1/{H, a TakKe MHBIX HEIPABOMEPHBIX JIEUCTBUN C HUMH.

be3onacHOCTh NEPCOHAIBHBIX [JAHHBIX JOCTUIAETCS IIyTEM HCKIIOUYEHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIE CIy4ailHOro, AOCTyna K IEepCOHAIbHBIM
JAHHBIM, PE3yJbTATOM KOTOPOIO MOXKET CTaTh YHHUYTOXXCHHE, W3MEHEHHE,
OJIOKUpOBaHUE, KOMUPOBAHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX JAHHBIX, @ TAKKe
WHBIX HECAHKIIMOHUPOBAHHBIX JIEVICTBUH.

Crpykrypa, coctaB u ocHoBHBIC (GyHKIMU C3IIIH ompenenstoTcs UCXoas u3
ximacca MCIIIn. C3II[IH BKIIOYAET OpraHU3alMOHHBIE MEPBI U TEXHUYECKHE
CpelcTBa 3alMThl HH(pOpMAaIK (B TOM yKciie udpoBaibHbie (Kpunrorpadguueckue)
CPEICTBa, CPEICTBA MPEIOTBPAILECHHUS HECAHKIIMOHMPOBAHHOTO JOCTYIA, YTEUYKH
uH(pOpMaIKU IO TEXHUYECKUM KaHajlaM, TPOrpaMMHO-TEXHUYECKHUX BO3JIEUCTBUI Ha
TeXHUYEeCKue cpenactBa oOpabotku II/IH), a Takke HCHOIB3yeMble B
uH(GOPMAIIMOHHOM crcTeMe HH(POPMALMOHHBIE TEXHOJIOTHH.

OTH Mephl NPU3BaHbI 00ECIIEYUTh:

KOH(UAeHINATBHOCTh HHPOPMAIUH (3aIUTa OT HECAHKIIMOHUPOBAHHOTO

O3HAKOMJICHUSA ),
LEeJOCTHOCTDh HH(OopMaLuU (aKTyaJTbHOCTb U HEMPOTUBOPEUUBOCTH HHPOpMa-
LMY, €€ 3alUIIEHHOCTh OT Pa3pyLICHUs U HECAHKIIHOHUPOBAHHOTO N3MEHEHHS);
JAOCTYIHOCTb MH(pOpMALUH (BO3MOXKHOCTD 33 IPUEMIIEMOE BPEMSI MOIYUUTh

TpeOyemyto HH(OOPMALIMOHHYIO YCIIYTY).
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Craauu co3ganus C3I1JIH BKIIOYaAOT:
MPEANPOEKTHAS CTaaus, BKIIFOUAroIIas npeanpoektHoe oocienosanue UCII/IH,
pa3pabOTKy TEXHUYECKOTO (4aCTHOIO TEXHUYECKOT0) 3aJaHus Ha €€ CO3/1aHHE;
cTaaus npoeKkThupoBaHus (pa3padoTku npoektoB) u peanuzanuu UCII/IH, BKitO-
garomas pazpaborky C3I1/u B cocrase UCII/IH;
ctagus BBojaa B Aeiicteue C3I1/IH, BKIIOYAIOIIAs ONBITHYIO SKCILTyaTalluio U
MIPUEMO-C/IATOYHBIC UCTIBITAHUSI CPEJICTB 3aIUTH HHPOPMAIIUH, & TAK)KE OI[CHKY
cootBercTBUs MCIT/IH TpeOoBanusim Oe30macHOCTH HH(pOpMaIuu.
OpranuzaiiioHHbIE MEPbl MPEIyCMATPUBAIOT CO3JaHUE U TMOJJIEPKAHUE
npaBoBoil 0a3bl OezomacHoctu IIJIH u pa3paboTky (BBEIEHHE B JIEWCTBHE)
npeaycMoTpeHHbIXx  Ilomutukoit  mHpopmarmonHoit  6e3omacHoctu  MCIInH
CJICAYIOIINX OPraHU3aIMOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTOB:
[1nan mepornpusituit mo odecnevenuto 3amuthl 111 npu ux o6padotke B UC-
I11H;
[Topsinok pezepBupoBaHus U BoccTaHOBIeHHs padboTocnocoOHoctu TC u I10, 6a3
nmaHubIX 1 C3U;
JomxnoctHas uHcTpykuus aamunuctparopa UCIIIH B yactu obecnieuenus 0e3-
onacHoctu [1/1x npu nx o6padotke B UCII/H;
JlomxHOCTHAsI HHCTPYKIUS anMuauctpatopa 6ezonacHocta MCIH;
JlokHOCTHAs MHCTpYKIus noJib3oBatenss UCII/{x B uactu obGecrieueHus 6€3-
omacHoctu [1/1x npu ux o6padotke B UCIIH;
HNHCcTpyKIus moiap30BaTests Ha Cilydyaid BOSHUKHOBEHHUSI BHEIITATHON CUTYallUH;
TexHuyeckre Mepbl 3alIUThl PEATU3YIOTCS MPU MOMOIIUA COOTBETCTBYIOIIUX
MPOTPAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3AIUTHI.
[lepeueHb HEOOXOAWMBIX MEpP 3allUThl HUHQPOPMAIIUU OMNPEIEIeTCS 10

pesynbTataMm BHyTpeHHel npoBepku 6e3omacHoctu UCITIH OV .
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2. 3a1a4M CHCTEMBI 3alIUTHI MePCOHAJbLHBIX NaHHBIX (C3I1/In)

OcHoBHOIl nenpto C3II/IH ABisieTcss MUHUMU3ALMS yuiepOa OT BO3MOXHOM
peanuzauuu yrpo3 6ezonacHoctu [1/1H.
Jlns noctmkeHUsT OCHOBHOM Ienm cuctema OesomacHoctu [1J[m WCIIOa
ToJDKHA oOecrieunBaTh 3()(PEKTUBHOE PEIICHNUE CIASAYIONMINX 3a/1a4:
3alllMTy OT BMeIIaTeabcTBa B npoiiecc pynkimonuposanust MCII/Ixn noctopon-
HUX JIAL (BO3MOXHOCTh Hcnoiab30BaHus AC 1 JoCTyn K ee pecypcaM JOJDKHBI
UMETH TOJILKO 3apPETUCTPUPOBAHHBIC YCTAHOBIEHHBIM MOPSIKOM TOJIb30BATENN);
pasrpaHUYCHHE IOCTYIA 3apPETUCTPUPOBAHHBIX MOJIB30BATENEH K AIllIapaTHBIM,
nporpaMmmMHbIM 1 HHpopMaunoHHbIM pecypcam MCII/IH (BO3MOXKHOCTH TOCTYIA
TOJIBKO K TEM PECYpPCaM U BBINOJHEHHUS TOJIBKO TEX ONEpalrid ¢ HUMH, KOTOpPbIE
HEO00XO0IMMbI KOHKPETHBIM Ttosib30BatesisiMm MCIIJIH /151 BEIIOJIHEHUST CBOUX
CIIy>K€OHBIX 0053aHHOCTEH ), TO €CTh 3aLIUTY OT HECAHKIIMOHUPOBAHHOT'O 1OCTY-
na:
a) Kk uHpopmanuu, uupkyaupyromeit B MUCI/IH;
0) x cpeacTBam BerurciuTenbHOM TexHuKU MCIT/IH;
B) K amnmapaTHbIM, MPOrPaAaMMHBIM U KPUNITOTPAPUUECKUM CPEICTBAM 3aIUTHI,
ucnons3yembiM B UCIIIH;
PETUCTPALIUIO AEHUCTBUH 10JIb30BATENIEN IIPU UCIIOJIB30BAHUU 3AIIMIIAEMBIX pPe-
cypcoB MCII/IH B CHCTEMHBIX KypHaJIaxX U MEPUOAUYECKUN KOHTPOJIb KOPPEKT-
HOCTH JIEMCTBUH IIOJIB30BATEIIEN CUCTEMBI IIyTEM aHAIM3a COAEPHKUMOrO ITUX
JKYpHAaJIOB;
KOHTPOJIb LEJIOCTHOCTH (00ecnedeHrne HEeM3MEHHOCTH ) CPEIbl UCTIOTHEHUS MPO-
rpaMM U €€ BOCCTaHOBJIEHUE B ClIy4ae HaApYILICHUS;
3aIUTY OT HECAHKIIMOHUPOBAHHON MOIM(DUKAIIMN U KOHTPOJb L[EJTOCTHOCTH HC-
nonb3yeMbix B UCII/IH nporpaMMHBIX CPEJICTB, a TAKKE 3AIIUTY CUCTEMBI OT
BHE/IPEHUS] HECAHKIIMOHUPOBAHHBIX IIPOTPaMM;
3amuty [IJIH OT yTeuku 1o TeXHMYECKUM KaHajaM Ipu ee 00paboTke, XpaHEeHU!

H ICpC1avc 1o KaHajiaM CBA3H,
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samuty [1JIH, XpanuMoii, 00padaTeiBacMOM U Iiepe1aBaeMoi 10 KaHajiaM CBSI3H,
OT HECAHKIIMOHUPOBAHHOTO PA3JIALIEHUS WIN UCKAXKECHUS,
oOecrieyeHue )KMBYUeCTU KpUMTOrpahuueckux CpeACTB 3aluThl HH(POpMaIuu
[P KOMIIPOMETAIIUH YACTU KIIKHOUEBON CUCTEMBI;

CBOEBPEMEHHOE BBISIBIICHHE HCTOYHUKOB yTrpo3 6e3onacHoctu [1/[H, mpuuuH n

YCIIOBUM, CITOCOOCTBYIOIIMX HAaHECEHUIO yiiepoa cyorekram [1/1H, co3nanue me-
XaHH3Ma ONIEPaTUBHOIO pearupoBaHus Ha yrpo3bl OezonacHoctu [1J[H u Hera-

TUBHBIE TCHACHIUY;
CO3J]aHUE YCIOBUH JJI1 MUHUMH3ALUU U JTOKAIU3aU1 HAHOCUMOTO yiiep0a He-
MPABOMEPHBIMU JIEUCTBUSAMH (PU3UUECKUX U IOPUIUUECKUX JIUII, OCTIa0IeHUE

HEraTUBHOTO BJIMSHUS W JIMKBUJIALIKSA MTOCJIEICTBUI HapyIIeHHs 0€301MacHOCTH

IT/1H.
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3. O0beKThI 3aIIUTHI

3.1. IlepedyeHb HHGPOPMALMOHHBIX CHCTEM

B OV npousBoautcst o0paboTka mepCcoHaIbHBIX JaHHBIX C TTOMOIIBIO0 UCTIONB3YEMbIX
B OY UCII/IH.
[Tepeuenr UCII[IH ompexpensiercs Ha ocHoBaHMM OTdeTa MO peE3yibTaTaMm

BHYTpEHHEH npoBepkH (pa3padaTeiBaeTcsa HHAUBUAYATbHO A1t OVY).

3.2. IlepeyeHb 00HEKTOB 3aAIIUTHI

OObexkTaMu 3amuThl siBisieTca uHpopManus, oopadareiBaemas B UCII/IH, u
TEXHUYECKUE CpEeICTBa €€ 00paboTkM U 3amuTthl. llepcoHanbHBIE JTaHHBIE,
noJJIeKalie  3alUTe, ompenaeneHsl B [lepeyHe MepCOHANBHBIX  JaHHBIX,
nojyexamux 3amure B UCI/IH.

OOBEKTHI 3aIUTHI BKIIOYAIOT CIAEAYIONNE KOMITOHEHTHI:

1) O6pabaTbiBacMast HHGOPMAITHS.

2) TexHonoruueckas HHGOpPMALUS.

3) [IporpaMMHO-TEXHUYECKHE CPEICTBA OOPAOOTKH.

4) Cpencrsa 3amutsl [1]1H.

5) Kanaisl nH()OpMAIMOHHOTO 00MEHa U TeJICKOMMYHHUKAIIHH.

6) OOBEKTHI U TIOMEIIEHHS, B KOTOPBIX pa3menieHbl KommoHeHTsl CTI/IH.
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4. Knaccupuxanus noab3oBareseid UCITIn

[TonszoBarenem UCII/IH siBisieTcs TUII0, yYacTBYOIIEe B (PyHKIIMOHUPOBAHUU
UHPOPMALlMOHHOM  CHCTEMbl MEPCOHAJNBHBIX JAHHBIX WM  HCIIOJIB3YIOIEE
pe3ynbrathl ee pynknuonupoBanusi. B OV nons3oBatenem UCIIIna sBasercs mo0oit
corpynuk OV, mmerommii goctyn k MCIIJIH m ee pecypcaMm B COOTBETCTBUM C
YCTaHOBJEHHBIM TOPSAKOM, B  COOTBETCTBUM C €ro (yHKIMOHAIBHBIMU
00513aHHOCTSIMH.

[Tonws3zoBatenu UCITIH B OV nenstcs Ha TpU OCHOBHBIE KATETOPUH:

1) Anmunuctparop HWCII[An. Corpyauuku OV, KOTOpbIe 3aHUMAIOTCS
HAaCTPOMKOW, BHEAPEHUEM M CONPOBOXKAeHUEM cucTeMbl. Anmuuuctparop UCIIIn
o0aaeT cleAyoIUM YPOBHEM JIOCTyNA!

- o0aaeT noJaHoW HHPOpMalKUe O CUCTEMHOM U IPUKIAAHOM MPOTPaMMHOM
obecnieuenuu UCIIH;

- o0s1aaeT noHoM UHQOpMAaIed 0 TEXHUYECKUX CPEICTBAX U KOHPUTYpaLUH
NUCIIH;

- UMEET JIOCTYI KO BCEM TEXHUYECKUM CpeACTBaM 0OpabOTKH MH(pOpMAIUHU U
nanubiM UCITH;

- o0jajaer mpaBaMu KOH(PUTYPUPOBAHMS W aJIMUHHUCTPATUBHOM HACTPOMKHU
texHnueckux cpencts UCITH.

2) Iporpammuct-pazpadorank UCIIIn. Corpyaauku OY WM CTOPOHHUX Op-
raHu3aluii, KOTOpble 3aHUMAIOTCA Pa3pabOTKON mporpammHoro obecreuenus. Pas-
padotunk UCII/IH obnanaer cienyromuM ypoBHEM JAOCTYTIA:

- o0namaer uHpopManueir o0 anropuTMax M nporpammax oopaboTku UHPOP-
maruu Ha UCII/H;

- 00Ja1aeT BO3MOKHOCTSIMA BHECEHHSI OLIMOOK, HEAEKIapUPOBAHHBIX BO3-
MO>KHOCTEW, MPOTPAaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX MPOrpaMM B MPOrpPaMMHOE
obecrnieuenue CIIJIH Ha cTaguu ee pa3paOOTKU, BHEIPEHUS U CONTPOBOXKICHHUS,

- MOXET pacrnojlaratb JOObIMH (pparMeHTaMu HMH(OpPMALUKA O TOIOJIOTUU
NUCII/Ix u TexHuueckux cpeacTBax o0pabotku u 3aumthl [1/]H, 0oOpabaTeiBaeMbIX B

WCTI/Tn.
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3) Oneparop MCII[u. Corpyanuku moapasaeiacHuii OY, ydacTBYIOIIMX B
nporecce kcruryatanuu UCIT/n. Onepatop UCII/In obmamaeTt ciaemyromumM ypoB-
HEM JI0CTyTIa:

- o0JaaeT BceMH HEOOXOIMMBIMHM aTpulOyTaMu (Hampumep, mapojem), ooec-
NEYUBAIOIIUMHU JOCTYIl K HEKOTOpOMY NoAMHOXecTBY [1/1H;

- pacrnionaraet KOH(UICeHIUATbHBIMU JAHHBIMU, K KOTOPHIM UMEET JOCTYII.

Kareropun nons3oBareneil JOHKHBI ObITH ornpeaesieHbl as Kaxaoin UCIIJIH.
JlomkHO OBITh YTOYHEHO pa3/ielieHue COTPYAHUKOB BHYTPH KaTeropui, B
COOTBETCTBUM C THUIIAMH  MOJb30Barened, omnpeneneHHsiIMu B IlomuTuke
nH(pOpMAITMOHHOM 0€30MaCHOCTH.

Bce BbIIBIEHHBIE TpYNIIBI IOJB30BATENE oOTpaxkarorcas B Otuere Mo
pe3ysibTaTaM BHYTpeHHEW npoBepku. Ha ocHoBanuum OtueTa ONpenenstoTcs IMpasa
noctyna K snementam WCII[IH mmg Bcex rpynn MoJib30BaTeNed M OTPAXKAKOTCS B

Marpuie nocrymna nosab3oBareineit kK [1/1H.
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5. OCHOBHbIC TIPUHIMIIBI TOCTPOEHHMSI CHCTEMbI KOMILICKCHOH
3alUThI HH(POpMALMH
[Toctpoenue cucteMbl obecrieuenust 6e3omacHoctu [1JIn B UCIT[Jn OV u ee
GYHKIIMOHUPOBAHUE JOJKHBI OCYIIECTBISITACS B COOTBETCTBHHM CO CJIEIYIONTUMU
OCHOBHBIMU ITPUHIIUIIAMMU:
3aKOHHOCTb;
CUCTEMHOCTb;
KOMIIJIEKCHOCTb;
HETIPEPBIBHOCTb;
CBOECBPEMEHHOCTD;
MIPEEMCTBEHHOCTh U HENTPEPBIBHOCTH COBEPIICHCTBOBAHUS;
MEPCOHAIbHASI OTBETCTBEHHOCTH;
MUHHUMHA3AUS TOJTHOMOYMH;
B3aUMOJECUCTBUE U COTPYAHUYECTBO;
THOKOCTh CUCTEMBI 3aIlUTHI;
OTKPBITOCTh aJITOPUTMOB ¥ MEXAHU3MOB 3aIIUTHI;
MPOCTOTa MPUMEHEHUS CPEJICTB 3AIUTHI;
Hay4YHasi 000CHOBAaHHOCTb Y TEXHUYECKAsl Pealnu3yeMoCTh;
crienuann3anus u mpoQeccuoHanms3m;

0053aTENBHOCTh KOHTPOJIA.

5.1. 3akoHHOCTH

[Ipenmonaraer oOCyIIECTBIEHUE 3aIMTHBIX MEPONPUATHNA U pa3paboTKy
C3IIn OY B COOTBETCTBMM C JCHCTBYIOIIUM 3aKOHOJATEIbCTBOM B 00JacTU
sanuThl [IJI[H W [OpyrmX HOPMATHBHBIX aKTOB MO O€30MaCHOCTH HWH(OpPMAIUH,
YTBEPKIEHHBIX OpTaHaMH TOCYJapCTBEHHON BIIACTH M YINPABJICHUS B MpeJesiaXx MX
KOMITETEHIHH.

[Tonw3zoBatenu u oOciyxuBawomui nepconan [1JIn 8 UCITAn OV nomxHbI
OBITh OCBEJOMJIEHBI O TOpSAKE paboThl C 3ammiaeMoi uHpopmanued u 00

OTBCTCTBCHHOCTH 3a HAPYIICHUEC 3aIIIUThI HI[H
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5.2. CucTeMHOCTH

Cucremnsii noaxon k mnoctpoenutro C3IIJIH OV mpenmnonaraer yder Bcex
B3aMMOCBSI3aHHBIX, B3aMMOJICCTBYIOIIUX U U3MEHSIOIINXCS BO BPEMEHU 3JIEMEHTOB,
ycinoBud M (aKTOpPOB, CYIIECTBEHHO 3HAYUMBIX JJISI TOHUMAaHUS W PEIICHHS
npo6iemsr ooecnieuenus 6e3omacaoctu [1/1a 8 UCITIH OV .

[Ipn co3maHuM CUCTEMBI 3alllUTHl JOJDKHBI YUYUTHIBATHCS BCE ClIa0ble U
HauOosiee ysI3BUMBIE MecTa cuctembl o00pabotku IIIH, a Takxke Xapakrep,
BO3MOYKHBIC OOBEKTHI W HANPABJICHHS aTaK Ha CUCTEMY CO CTOPOHBI HApPYIIUTEIICH
(0coOeHHO BBICOKOKBAIM(PUITMPOBAHHBIX 3JI0YMBIIICHHUKOB), ITyTH MPOHUKHOBEHUS
B pacnpenenennubie cuctembl 1 HCJ[ x undopmaruu. Cucrema 3aIiuThl JTODKHA
CTPOUTBHCS C YUETOM HE TOJIbKO BCEX M3BECTHBIX KaHaoB NnpoHukHOBeHUs u HCJI k
nHpoOpMaMu, HO U C YYETOM BO3MOXKHOCTH IIOSIBJICHHS TPHUHIMIHAILHO HOBBIX

MyTel peann3aiiu yrpo3 0€30MacHOCTH.

5.3. KOMILIEKCHOCTH

KoMIiiekcHOe MCIOJIb30BaHUE METOJOB W CPEACTB 3alIUThl MPEANOJaraet
COIJIaCOBaHHOE NPHMEHEHHE DPA3HOPOAHBIX CPEACTB IIPU IMOCTPOEHUHU LEJTOCTHON
CUCTEMBI 3alllUThl, TMEPEKPHIBAIOIICH BCE CYIIECTBEHHBbIE (3HAUMMBIEC) KaHaJbl
pealiv3allid yrpo3 W HE cojepralleid ciadblX MECT Ha CThIKax OTACJbHBIX €€
KOMITOHEHTOB.

3amura JI0JKHA CTPOMTHCS SLIEIOHUPOBaHO. s KakIOro KaHajga yTEUKH
uHbOpMallMl M JUIsI KaXJIOM yrpo3bl O€30MacCHOCTH JOJDKHO CYIIECTBOBATH
HECKOJIbKO 3alIUTHBIX pyOexkel. Co3znaHue 3alIUTHBIX pyOekeld OCYIIECTBISIETCS C
Y4€TOM TOro, YTOOBI Il MX MPEOJOJICHUS MOTEHIUATBHOMY 3J0YMBIIUICHHUKY
TpeOOBaIUCh MPO(PECCHOHANbHBIE HABBIKKW B HECKOJbKUX HEB3aMMOCBS3aHHBIX
00JacTsX.

BHemmnss 3ammra  J0KHA o0ecneurBaTbes  (DU3MUECKUMHU  CPEICTBAMH,
OpraHU3allMOHHBIMU U TPaBOBbIMH Mepamu. OIHUM U3 HamOoliee YKpPEMJIEHHBIX
pyOexxelt mpu3BaHbl OBITH CPEACTBA KpUNTOrpadUUECKOM 3aIUThI, PEaTM30BaHHBIC C
ucnosbzoBanueM TexHosorun VPN. IlpukiagHoil ypoBeHb 3alUThI, YYUTHIBAOIIMIMA

0COOEHHOCTH MPEAMETHON 001aCTH, IPEACTABISIET BHYTPEHHUN PYOexk 3allUTHI.
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5.4. HenpepbiBHOCTb 3amuThI [1/{H

3amura IIJ[H — He pa3oBoe MepoOnpuUsTHE M HE MPOCTas COBOKYITHOCTH
IIPOBEICHHBIX MEPOINPHUATUN U YCTAHOBJIEHHBIX CPEACTB 3aIUTHI, a HEMPEPBIBHBIN
L[E€JICHAIIPABIICHHBIN MPOLECC, MPEANONaratoluii MPUHATHE COOTBETCTBYIOLIUX MEP
Ha BceXx dTamnax ku3HeHHoro nukiaa MCII/H.

NCII[dH nomKHBI HAXOJUTHCS B 3AlIUIICHHOM COCTOSIHUM Ha MPOTSHKEHUU
BCET0 BPEMEHM HUX (PYHKIIMOHHPOBAHUA. B COOTBETCTBUM C ASTUM MPUHIIMIIOM
JOJDKHBI IPUHUMATBCSI MEPBI 110 HeAomyieHuto nepexonaa UCIIH B He3amummeHHoe
COCTOSIHHUE.

BonbmIMHCTBY ~ (U3MYECKUX W  TEXHUYECKHX CpPEACTB  3allUThl IS
3¢ ()EKTUBHOTO BBIMOIHEHUS! CBOUX (PYHKIIMI HEOOXOAMMA MMOCTOSIHHAS TEXHUYECKAS
¥ OpraHu3alMoOHHAas (aJMUHUCTpATHBHAs) TMOMAJEpKKa (CBOEBpEeMEHHAasi CMEHa U
oOecrieyeHne MPABWIBHOIO XPAHEHHS W TPUMEHEHUS HUMEH, IapoJyiei, KItouen
muppoBaHus, MepeonpeieeHue NoJHOMOYMI U T.11.). IlepepbiBbl B paboTe cpencTs
3alllUTBl  MOTYT OBITh HCIOJIb30BaHBl  3JIOYMBIIUICHHUKAMU JUJISI  aHaju3a
NPUMEHSEMBIX METOJOB M CPEACTB 3allUThl, [Js BHEIPEHUS CIEUUaTIbHBIX
MPOTPaMMHBIX U alMapaTHbIX "3akiIagok' M APYTHX CPEACTB MPEOAOJECHUS CHCTEMBI

3aILMTHI OCJIE BOCCTAHOBIICHUS €€ (DYHKIIMOHUPOBAHUS.

5.5. CBoeBpeMeHHOCTh

[Ipennonaraer ympexaaromuyii xapaktep Mep oOecredeHus: 0e30MacHOCTH
IT1/IH, TO ecTh MOCTAHOBKY 3ajauy no komiuiekcHon 3ammrte MCIT[IH u peanuszanuto
Mep obecrnieueHust 6ezonacHoct [IJ[H Ha pannux craausx pazpadborku WMCIIH B
[[EJIOM U €€ CUCTEMBbI 3alllUThl UH(GOPMAIIUK B YaCTHOCTH.

Pa3zpaboTka crcTeMbl 3alUTHI JOJDKHA BECTHCH MApAJLIEIBHO C pa3paboTKO U
pa3BUTHEM CaMOW 3alllUIAaeéMOM CHUCTEMbl. JTO TIO3BOJIUT Y4YeCTh TpeOOBaHUs
0€30MacHOCTH MPU MPOCKTUPOBAHUHM APXUTEKTYPHI M, B KOHEYHOM CUETE, CO3/IaTh
oosiee ra(pdexkTuBHBIC (KaK MO 3aTpaTaM PECypCcoB, TaK U MO CTOMKOCTH) 3allUIIICHHBIC

CHCTCMBHI.
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5.6. IlpeeMCTBEHHOCTH M COBEPIIIEHCTBOBAHUE

[IpennmonaratoT MOCTOSIHHOE COBEPIICHCTBOBAHME MEP U CPEICTB 3alUTHI
uHbOpMaIlMd HAa OCHOBE IPEEMCTBEHHOCTH OPraHU3alMOHHBIX M TEXHUYECKUX
pelieHui, KaapoBoro cocrtasa, aHanuza ¢pyHkuuonupoanuss UCIIJIH u ee cucteMsl
3alIUTHl C Y4€TOM HM3MEHEHHM B METOJaX W CpPEJCTBaxX MepexBaTa HH(OpMAIIHH,
HOPMATUBHBIX TpeOOBaHWII 1O 3alIMTe, JOCTUTHYTOTO OTEYECTBEHHOTO U

3apyOEKHOTO OMbITA B 3TOM 001aCTH.

5.7. Hepconanbﬂaﬂ OTBECTCTBCHHOCTD

[Ipenmonaraer BO3710KEHHE OTBETCTBEHHOCTH 3a OOecreueHne 0e30MacHOCTH
[[lH 1 cucrembl HX O00pPaOOTKM HA KaXJOro COTPYJAHUKA B TIpeAeiax ero
NOJHOMOYMM. B COOTBETCTBMM € 3TUM NPHUHLMIIOM paclpenesieHUe TIpaB U
00s13aHHOCTE COTPYJHUKOB CTPOMUTCS TaKUM OOpa3oM, YTOOBI B cCllydae JH0O0ro

HapyYHICHUA KPYI' BHHOBHUKOB OBLT YETKO U3BECTEH WIIU CBCIACH K MUHUMYMY.

5.8. TIpuHOMI MUHUMM3ANUHA MOJTHOMOYHIA

O3HavaeT MpeaoCTaBICHUE MOJIb30BATEIsIM MUHUMAJIBHBIX MpaB JIOCTyNa B
COOTBETCTBHUM C MPOU3BOJICTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE MPUHIIUIA «BCE,
YTO HE pa3pelICHO, 3aPENICHO.

Hoctyn x II[IH mobKeH MpeaoCTaBIsAThCS TOJBKO B TOM Ciiydyae U OOBbeMe,
€CIIM DTO HEOOXOJIUMO COTPYIHHMKY JJIS BBIMOJHEHUS €r0 JOJIKHOCTHBIX

0053aHHOCTEN.

5.9. B3aummojeiicTBHE M COTPYIHHUYECTBO

[Ipennonaraer co3ganue OjaronpusTHOM atMochepbl B KOJUIEKTHBAX
nojapasnenenuit, ooecrneunBaomux pyakuuonuposanue UCITIu OV, mist cHmkeHus
BEPOSITHOCTH BO3HMKHOBEHMS HETATUBHBIX JCUCTBUM CBSI3aHHBIX C YEJIOBEUECCKUM
bhakTopoM.

B Takoii oOcTaHOBKE COTPYOHUKH JOJKHBI OCO3HAaHHO COOJIO/IAThH
YCTAHOBJICHHBIC MPAaBUJIa U OKa3bIBATh COJACHCTBUE B JCATEIBHOCTH MOJPA3ACICHUM

3alUThl HHPOPMALIUH.
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5.10. T'moxocTs cucrembl 3amuThl I1/1H

[TpuHsTBIE MEPBI U YCTAHOBJIEHHBIE CPEJCTBA 3AIIUTHI, OCOOEHHO B HaYaJIbHbBIN
nepuos WX OKCIUTyaTalldd, MOTYT OOeCneunBaTh Kak Ype3MEpHbIH, TaKk U
HEJO0CTAaTOYHBI YpOBEHb 3allUThl. [ oOecrieueHus: BO3MOKHOCTH BapbUPOBAHUS
YPOBHEM 3alIMIIEHHOCTH, CPEACTBA 3alIUTHl JOJDKHBI 00J1aaTh OMpeAeIeHHON
ruOkocThio. OCOOEHHO Ba)XHBIM 3TO CBOWCTBO SIBISAETCA B TEX CIlIydasx, KOIja
YCTaHOBKY CPEJCTB 3allUThl HEOOXOMMO OCYUIECTBIIATH HA padOTAIOIIYI0 CUCTEMY,

HE HapylIIas mpolecca €€ HOpMaabHOTO (PYHKIIMOHUPOBAHUSI.

5.11. OTKpBITOCTH AJTOPUTMOB U MEXAHNU3MOB 3AIMUTHI

CyTbh NPUHIUIIA OTKPBITOCTH AJITOPUTMOB M MEXAaHHW3MOB 3aIlUTHl COCTOWT B
TOM, YTO 3alluTa HE JOJDKHA OOECIeYMBATBhCS TOJBKO 3a CYET CEKPETHOCTH
CTPYKTYPHOM OpTaHHW3alldd W aJTOPUTMOB (DYHKITMOHHPOBAHUS €€ IOJACHCTEM.
3HaHUE aJTOPUTMOB pabOTHI CUCTEMBI 3aIlUTHI HE JIOJDKHO JIaBaTh BO3MOXKHOCTH €€
npeojaoJieHus (naxe aBTopam). OpHaKo, 3TO HE O3HAYaeT, 4yTo WH(opMalus o

KOHKPETHOM CHUCTEME 3alUThI T0JKHA OBITH OOIIETOCTYITHA.

5.12. IIpocToTa NpUMEHEHHUs CPEICTB 3aAMMUTHI

MexaHu3Mbl 3alUTHl JOJDKHBI OBITh WHTYUTHUBHO TOHSTHBI U TIPOCTHI B
UCIIOJb30BaHUU. [IpuMeHeHue CpeACTB 3alllUuThl HE JIOJDKHO OBITh CBSI3aHO CO
3HAHUEM CIEIHUATbHBIX S3bIKOB WM C BBINIOJHEHUEM JIEUCTBUM, TPEOYIOIINX
3HAUUTEIBHBIX  JIOTIOJHUTEIBHBIX  TpyJdo3arpaT TOpu  OObIYHOW  pabore
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TMOPSJIKOM TMOJb30BaTeICH, a TaKkKe He
JOJDKHO TpeOOBaTh OT TMOJIb30BATENS BBITOJHEHUS PYTHHHBIX MAJIOTIOHSTHBIX €My
oneparuii (BBOJ HECKOJIBKUX MApOJIeH U UMEH U T.1.).

JloibkHa  J1OCTUTraThCsl aBTOMATH3AIlMsS MAKCUMaJIbHOTO 4HCIA JIEUCTBUMN

nosb3oBateneit u aamuuuctparopos UCIIIH.

5.13. HayuyHnasi 000CHOBAHHOCTb U TeXHHYECKAs Peain3yeMoCTh

I/IH(l)OpMaHI/IOHHBIC TEXHOJOInu, TCXHHUYCCKHC H IIPOIrpaMMHBIC CPCACTBA,
cpeacrtea M MCEPbl 3alllMTHI I/IH(I)OpMaLII/II/I JOJIDKHBI OBITH p€ain30BaHbl Ha

COBPCMCHHOM YPOBHC pPa3BUTUA HAYKHM W TCXHHUKH, HAYIHO 00OCHOBAHBI C TOYKH
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3peHUs] JTOCTHKEHUS 3aJaHHOTO YPOBHsI 0O€30MACHOCTH HH(OPMALUUA M JOJKHBI

COOTBETCTBOBATH YCTAHOBJICHHBIM HOpMaM U TpeboBaHusAM 1o 6e3omacHocTH [1/1H.
C3IIIH nomkHa OBITP OPUEHTHPOBAHA HA PELICHUS, BO3MOXHbBIE PUCKH IS

KOTOPBIX M MEpbl NPOTHUBOAECUCTBHS OTHUM PHUCKAM MPOLIJIM BCECTOPOHHIOKO

TEOPETUYECKYIO U MPAKTUYECKYIO ITPOBEPKY.

5.14. Cnenuanuszauus 1 npogeccHoOHATUIM

[Ipeanonaraer mnpuBiedyeHUEe K pa3pabOTKE CPEACTB W pealu3alud Mep
3aIUThI uHbOpMaIuu CHIECUATU3UPOBAHHBIX OpraHu3aiuu, Hanooiee
MOJATOTOBJIGHHBIX K KOHKPETHOMY BHUJY JESTEIBHOCTH IO 00€CIeueHHUIo
6e3onacHoctu [1JlH, UMEIOMIUX OMBIT MPAKTUYECKON pabOThl U TOCYJApPCTBEHHYIO
JUIIEH3WI0 Ha TpaBO OKa3aHuUs yclIyr B 3Tod oOnactu. Peanuzarus
aIMUHUACTPATUBHBIX MEP U AKCIUTyaTalUsl CPEJICTB 3AIIUTHI TOJHKHA OCYIIECTBISATHCS

po¢eCCUOHANIBHO MOATOTOBICHHBIMU crieruaiuctamu OVY.

5.15. O0s13aTEJILHOCTH KOHTPOJIA

[Ipennonaraer 00s13aTeILHOCTh U CBOEBPEMEHHOCTD BBISIBJICHUSI U TTPECEUYCHUS
MOTIBITOK HAPYIICHUs] YCTAaHOBJIEHHBIX MpaBuil obecrnieuenust 6e3omnacHoctu [1/]H Ha
OCHOBE WUCIIOJb3YEMbIX CHCTEM M CPEICTB 3alllUThl UH(OpMaNMU  TpH
COBEPIIIEHCTBOBAHUH KPUTEPUEB U METOJIOB OICHKU I((HEKTUBHOCTH ITUX CHUCTEM U
CPEACTB.

KoHTponbs 3a AesATEeIbHOCTHIO JHO0OTO TMOJIb30BaTENs, KaXKJAOro CpeACcTBa
3alllTHl ¥ B OTHOIICHUM JIFOOOTO OOBEKTa 3allUThl JOJDKEH OCYIIECTBISTHCA Ha
OCHOBE MPUMEHEHUSI CPEACTB OINEPATUBHOTO KOHTPOJS U PETUCTPALUM U JIOJIKEH
OXBAaThIBaTh KAaK HECAHKI[MOHUPOBAHHBIC, TaK WU CAHKIIMOHUPOBAHHBIC JIEHUCTBUS

MOJIL30BaTEJIEH.
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6. Mepbl, MeToAbl M cCpeacTBa oOecmedyeHUs] TPeOyeMOro ypOBHA
3alMIIEeHHOCTH

Obecnieuenre TpeOyemMoro YpOBHS 3allMIIEHHOCTH JOJKHO JIOCTUTaThCs C
UCIIONIb30BaHUEM MEp, METOJIOB M CpelicTB Oe3omacHocTH. Bee mephl obecrieueHus
oe3onacnoctu MCIIJIH noapasnensiorcs Ha:

3aKOHOaTebHbIC (IIPAaBOBBIE);

MOPAJTEHO-3THYECKHCE;

OpraHu3alMOHHbIE (aIMUHUCTPATUBHEIE);

busnueckue;

TeXHUUYECKHUE (anmapaTHbIE U TPOTPaMMHBIE).

[lepeuennr BbIOpaHHBIX Mep oOecreueHus Oe30MacHOCTH oOTpaxkaerca B I[lnane

MCpOHpI/IHTI/Iﬁ 10 00eCTIeUYeHHIO 3alIUThI ICPCOHAJIBHBIX JTaHHBIX.

6.1. 3akoHoaaTe/ibHbIE (IPABOBbIE) MePbI 3AIIUTHI

K mpaBoBeIM MepaM 3amIuThl OTHOCATCSA JIEHCTBYIOIIWE B CTPaHE 3aKOHBI,
yKa3bl U HOpPMaTHBHBIE aKThl, perjaMeHTHpyromue npaBuwia obpamenus c [1/1H,
3aKpeIUISIoNINe MpaBa U 005S3aHHOCTH YYACTHUKOB MH()OPMAIIMOHHBIX OTHOILICHHUH B
mporiecce ee 00paOOTKM U  HCMOJB30BaHUs, a TaKXKE YCTaHABIMBAIOIIHEC
OTBETCTBEHHOCTh 3a HApYLIEHUS OSTUX NPaBUJ, MPEMSITCTBYS TEM CaMbIM
HENPaBOMEPHOMY HCIONb30BaHuio [1/[H U sBisromumecs cAep UBAIOIIIM (aKTOpOM
JUISL TIOTEHIMAJIbHBIX HAPYILIUTEICH.

[IpaBoBbie ~ Mepbl  3alUTBI  HOCAT B  OCHOBHOM  YIIPEXIAOIIUH,
NpOoQUIAKTUYECKUN XapakTep U TpeOyIOT MOCTOSHHON pa3bICHUTEILHON padOThHI C

ITOJB30BATCIISIMU U O6CJ'Iy>KI/IBaIOHII/IM IICPCOHATIOM CHUCTCMBI.

6.2. MopajibHO-3THYECKHE MePbI 3alIUTHI

K MopanpHO-3THYECKMM MepaM OTHOCSTCS HOPMBI TIOBEICHHS, KOTOPBIC
TPAIUIIMOHHO CIIOKWIMCh WM CKJIAABIBAIOTCS IO Mepe pacmpoctpaHeHuss D9BM B
CTpaHe WIIM OOIIEeCTBE. DTH HOPMBI OOJIBIICH YacThiO HE SBIISIOTCS 0053aTEIIBHBIMU,
KaK  3aKOHOJATCIIPHO  YTBEP)KJICHHBIE HOPMATHBHBIC  aKThl, OJIHAKO, HX

HECOOII0ICHHE BEIET OOBIYHO K MaJCHUI0 aBTOPUTETA, MIPECTHkKA YEIIOBEKA, TPYIIIbI
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JML WIA OpraHu3auuyd. MopajgbHO-3TUYECKHME HOpPMBI OBIBAlOT KaK HEMMCAHbIE
(Hampumep, OOIIENpPU3HAHHBIE HOPMBI UYECTHOCTH, HATpUOTH3Ma M T.I.), TaK U
nucaHble, TO €cTb O(OPMIIEHHBIE B HEKOTOpPbI CBOJA (yCTaB) MpaBUI WIH
IIPEANCAHNAN.

MopanbHO-3TUYECKHE MEpBl 3alIUThl  SBIAIOTCS MPODQUIAKTUYECKUMH U
TpeOyIOT HOCTOSSHHOW paboOThl MO CO3JaHUIO 3JI0POBOTO MOpPAJIBbHOIO KJIMMara B
KOJUIEKTHBAX MOJApa3AeICHu. MOpalbHO-ITUYECKUE MEPBI 3aIlUThl CHHXKAKOT
BEPOSITHOCTh BO3HUKHOBEHUS HETATHBHBIX JIECHCTBHM, CBA3AHHBIX C YEJIOBEUYECKHUM

(baxkTopoM.

6.3. OpraHu3anuoHHble (A AMUHUCTPATHBHbIE) MePbI 3aIIUTHI

OpraHu3aiMoHHble  (aMUHUCTPATUBHBIE) MEpbHI 3alUTBI - 3TO MEpHI
OpPraHU3alMOHHOTO XapakTepa, PerJaMeHTHPYIONIEe MPOLEecchl (PyHKIIMOHUPOBAHUS
NUCITn, wucnons3oBanue pecypcoB HWCIIIH, nesaTenbHOCTh 0O0CITYKHBAIOIIETO
MEpCOHANA, a TaKXe MOPSAIOK B3amMojeuncTBus mnonb3oBareneit ¢ MCII[IH Takum
o0Opa3oM, yToObI B HAUOOJIbIIIEH CTETIEHU 3aTPYAHUThH WM UCKIIOYUTH BO3MOXKHOCTh
peanu3anuu yrpo3 O€30MacCHOCTHM WM CHU3HUTHh pa3Mep MOTeph B Clydyae HX
peanuzanuu.

['maBHass 1enb agMUHUCTPATUBHBIX MeEp, MNPEANPHUHUMAEMBIX Ha BBICILIEM
yIOpPaBJIEHUYECKOM ypoBHE — cdopmupoBarh llonmutuky HMHPOPMaLMOHHON
oe3onacHoctu [1J{H (oTpaxkaromiyro Moaxoabl K 3aluTe HHPOpMaIKi) U 00ECeunTh
€€ BBINOJHEHUE, BbIIENSA HEOOXOAMMBIE PECYPCHI U KOHTPOJIHUPYSI COCTOSIHUE JE.

Peanuzamms Ilomutuku wubopmarnmonHoit 6e3omacHoctu [/l B UCIIH
COCTOUT M3 MEp aJIMUHHUCTPATHBHOTO YPOBHSI M OPTraHU3alMOHHBIX (IIPOIIECTYPHBIX)
Mep 3alIUThl MH)OpMAIUK.

K aaMUHUCTpaTMBHOMY YPOBHIO OTHOCSATCS pELIEHUS PYKOBOJCTBA,
3aTparuBatomne naestenbHocTh MCIIIH B menom. DTH pelieHus 3aKperuisiioTcs B
[Tonutuke wHbopmalmoHHON Oe3zonacHOCTH. lIprMepoM TakuX pemeHuii MoryT
OBITH:

NPUHATHE pelleHus 0 (GOPMHUPOBAHUU WM MEPECMOTPE KOMIUIEKCHON MPOrpamMMBI

obecneuenus 6e3zomacHoctu [1/[H, onpenenenre OTBETCTBEHHBIX 3a €€ Peanu3allnio;
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dbopmyarpoBaHUe 1eNiel, TOCTaHOBKA 3aja4, ONpe/iesIieHUEe HallpaBJIeHUM e TeIbHO-
cTu B oOmactu 6e3onacHoctu [1/1H;

MPUHATUE PEIICHUN MO BOMpPOCaM pealih3allii MporpaMMbl O€30MaCHOCTH, KOTOPHIE
paccMmaTpuBaroTcst Ha ypoBHe OV B 1e51oM;

oOecrieueHne HOPMATUBHOM (TTPaBOBOI) 0a3bl BOITPOCOB OE30MTACHOCTH | T.II.
[lonuTka BEpPXHEro YpPOBHS [OJDKHA YETKO O4YepTUTh cdepy BIUSHUS U
OTpaHUYCHUs] TpH omnpeneneHun 1ene 6eszonacHoctu I1JIH, ompeaenuTs KakuMH
pecypcamu (MaTtepuaibHbIe, MEPCOHANT) OHU OYIyT JTOCTUTHYTHI U HAWTU pa3yMHBIH
KOMIIPOMHMCC MEXIY MPUEMIIEMBIM YPOBHEM 0O€30MAaCHOCTH U (PYHKIIMOHAIBHOCTBIO
NCII .

Ha opraHu3aniMOHHOM ypOBHE ONPENEISIOTCS NPOLEAYpPbl M MPaBHJIa JOCTHKECHHUS
ueneil u pewenus 3anad [lomutukum mHpopmanronHod Oe3omnacHoctu [IJ[H. OtH
MpaBUJIA OMIPENEISAIOT:

KaKoBa 00J1aCTh MPUMEHEHUS MOIUTUKH Oe3onacHocTH T1]1H;

KAKOBBI POJIM M 00S3aHHOCTHU JTOJKHOCTHBIX JIMI], OTBEYAIOIIKE 3a MPOBECHUE MTOJIH-
Tuku 6e3onacHocty [1/1H, a Takke UX yCTaHOBUTH OTBETCTBEHHOCTb;

KTO UMeeT npasa gocrymna K I[1/1x;

KaKUMH MepaMu U cpeacTBamu obecrnieunBaercs 3amura [1/1H;

KaKMMH MEpaMU U CpefCcTBaMH 00ecreurBaeTcsi KOHTPOJIb 3a COOIOCHUEM BBE/ICH-
HOT'O peKrMa 0€30MaCHOCTH.

OpranuzaioHHbIE MEPBI JTOJKHBI

peaycMaTpuBaTh PErjiaMeHT WH(MOPMALMOHHBIX OTHOILIEHUN, MCKIIIOYAIOIMIUX BO3-
MO>KHOCTb HECAaHKIIMOHUPOBAHHBIX JIEHCTBUN B OTHOILIEHUH OOBEKTOB 3aILUTHI;
ONPENIENATh KOAUIUIIMOHHBIE U UEPAPXUUECKHUE MPUHIIMIBI U METOAbl Pa3rpaHuyCHHUS
nocryna K I1/1H;

OTIPEIENIATh MOPSAOK PabOThl C MPOTPAMMHO-MATEMATHYECKUMU M TEXHUYECKUMHU
(anmapaTHBIMHU) CPECTBAMU 3aLIUTHI U KPUNTO3AMUTHI U JPYTUX 3aIIUTHBIX MeEXa-
HU3MOB;

opranuzoBaTh Mepbl npotuBojeiicTBus HCJ] monb3oBaTensiMu Ha 3Tanax ayTeHTH-
dbuKkaimy, aBTopU3ali, UACHTU(PUKALMKU, 00ECICYUBAIOIIUX TAPAHTUN PeaTU3alUU
IpaB U OTBETCTBEHHOCTHU CYObEKTOB MH(GOPMAIIMOHHBIX OTHOIICHHH.
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OpraHu3aliMoHHbIE MEPBI JJOJIKHBI COCTOSITh U3:

[Topsinka nomycka COTpyAHHKOB K ucnoiib3oBaHuio pecypcoB MCII[In OV (Pa3zpe-
muTeabHas cucteMa goctymna K I[1/1H);

Nuctpykuuit nonw3oBareneir UCIIn (anmunuctparopa UCII/IH, anMunrcTpaTopa
oe3omacHoctH, orepatopa MCIIIH);

HHCTpYKHHI/I IMOJIb30BAaTCJIA ITPHU BOZHUKHOBCHHUH BHCIITATHBIX CI/ITyaHI/Iﬁ.

6.4. duzuyeckue Mepbl 3aLUTHI

@u3ndecKre MepHI 3alUTHI OCHOBAHBI HA IPUMEHEHUH PA3HOTO POJA MEXaHUYECKUX,
JJIEKTPO- WIIU DJIEKTPOHHO-MEXAHUYECKUX YCTPOMCTB U COOPYKEHHUH, CIIELIUAIbHO
IpeIHa3HAaYCHHBIX U CO3JaHMs (PU3MYECKUX MPENATCTBUN Ha BO3MOXKHBIX MYTSIX
IIPOHUKHOBEHUS U JIOCTYIIA MIOTEHIIMAIBHBIX HAPYIIUTENIEH K KOMIOHEHTAM CUCTEMBI
U 3aliuuaeMod HMHQOpMAIMM, a TakkKe TEXHUYECKUX CPEACTB BU3YalbHOI'O
HAOJIOICHUS, CBSI3M U OXPAHHOM CUTHAIM3ALIMH.

®duznyeckas 3amuTa 3JaHUN, TOMEIICHU, 00BEKTOB U CPEeACTB MH(pOpMaTHU3alUU
JIOJKHA OCYLIECTBIIATHCS IIyTEM YCTAHOBIICHHS COOTBETCTBYIOIIMX IIOCTOB OXPaHbI, C
MOMOILBI0 TEXHUYECKHX CPEACTB OXpaHbl WM JIOOBIMH JPYTMMH CIIOCOOAMH,
[IPEAOTBPAIIAIOIIMMHA WM  CYLIECTBEHHO 3aTPYAHSAIOLIMMUA IIPOHMKHOBEHHE B
3/laHHe, TOMEIICHHUsS] MOCTOPOHHUX JIMI, XUIIEHHE HH(POPMALUOHHBIX HOCHUTENEH,
caMUX CpEIACTB HWH(OpMATU3ALMK, HCKIIOYAIOUIMMU  HAXO0XAEHUE BHYTPH

KOHTPOJUPYEeMOH (OXpaHsIeMOil) 30HbI TEXHUUECKUX CPEICTB Pa3BEIKU.

6.5. AnmapaTHo-mporpaMMHbIe cpeacTsa 3amuThl [1I1H

Texnuueckue  (ammapaTHO-IPOTPaMMHBIE)  Mepbl  3alllMThl  OCHOBAaHBI  HA
UCIIOJIb30BAaHUU PA3JIMYHBIX 3JEKTPOHHBIX YCTPOMCTB M CHELHAIBbHBIX MPOrPaAMM,
Bxosamumx B coctaB MCIIJIH 1 BBITOJHSIOMNUX (CAMOCTOSTEILHO I B KOMILIEKCE C
JIPYTUMHU cpeacTBaMu) (YHKLIMM 3allUdThl (MASHTU(UKAIUMIO U ayTEHTU(UKAIUIO
MOJIb30BaTENeH, pas3rpaHUYeHHE JIOCTyla K pecypcaMm, PEerucTpaluio COOBITHIA,
Kpunrorpadguueckoe 3aKpbiTie HHGOpMaIU U T.11.).

C yueroM Bcex TpebOoBaHMM M NpUHIMNOB oOecnedeHus Oe3omacHoctu IIJ[H B
NCII/Ix mo BceM HaIpaBiCHUAM 3aLIUTHl B COCTaB CHCTEMBbI 3aIlUThl JOJDKHBI OBITH

BKIIIOYCHBI CJICAYIOIHE CPCACTBA:
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cpeacTBa ujaeHTHU(UKAMU (OMO3HABaHWSA) U ayTeHTH(UKAIUU (ITOATBEPIKICHUS
noAyiMHHOCTH) noJib3oBareneid UCI/IH;

CPEACTBA pa3rpaHUYCHHUS JOCTYIIAa 3aPETUCTPUPOBAHHBIX MOJIB30BATENEH CUCTEMBI K
pecypcam UCIIIu OY;

CpelncTBa 00ECTICUCHHsSI U KOHTPOJIS LEITOCTHOCTH MPOTPAMMHBIX W WHGOPMAIMOH-
HBIX PECYPCOB;

CpEeIICTBA ONIEPATHBHOTO KOHTPOJIS ¥ PETUCTPAIMH COOBITHI 0€30MaCHOCTH;
Kpunrorpaduueckue cpeactsa 3amutsl [1/[H.

VYcneiniHoe MpUMEHEHUE TEXHUYECKUX CPEJICTB 3allUThl HA OCHOBAHWM MPHUHIIMIIOB
(pa3gen 5) mpeamoJiaraeT, YTO BBIMOJHEHUE MEPEUYHCICHHBIX HMXKE TpeOOBaHUIMA
o0ecIeyeHo OpraHu3alMOHHBIMY (aIMUHUCTPATUBHBIMU) MEPaMH U UCIIOJIb3yEeMbIMU
(bU3NYECKUMU CPEJCTBAMM 3aILUTHI:

obecrieueHa ¢u3udecKas 1eI0CTHOCTh Bcex koMmmoneHT UCTI/IH,

KKl coTpyaHuk (monbs3oBarens MCII/IH) unu rpynma moib3oBaTeneil HUMeeT
YHUKQJIbHOE CHUCTEMHOE UMS U MHUHUMAJIbHO HEOOXOJUMBIE MJIS BBIMOJHEHUS UM
CBOMX (PYHKITMOHAJIBHBIX OOS3aHHOCTEW IMOJHOMOYHS MO JOCTYNy K pecypcaMm CH-
CTEMBI;

B UCII[n OV pa3paboTka u OTJagKka MPOrpaMM OCYIIECTBIAETCS 3a MIpeaeiaMmu
NCIIIH, HAa UCTIBITAaTEILHBIX CTEHIAX,

BCE M3MEHEHMsS KOHQUIypalMu TEeXHUYEeCKUx M mnporpammubix cpeacts WMCIIx
MPOU3BOJISITCS CTPOTO YCTAHOBIIEHHBIM TOPSIKOM (PETUCTPUPYIOTCS M KOHTPOJIUPY-
I0TCS1) TOJIBKO HA OCHOBAHUU pacropsikeHuil pykoBojictBa OV

ceTeBoe 000py0BaHKe (KOHIIEHTPATOPhI, KOMMYTATOPHI U T.I1.) pacloJiaraeTcsi B Me-
CTaX, HEJJOCTYITHBIX JUIsl TOCTOPOHHUX (CTIEIIMAIBHBIX MIOMEIIEHUSX, MmKadax, v T.I1.).
cnenuanictamMu OV oCyIecTBISIETCS HEPEPHIBHOE YIPABJICHUE U aIMUHUCTPATHB-

Has oAJIepKKa (GYHKIIMOHUPOBAHUS CPEJICTB 3AIIUTHI.
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Kontpouasb 3¢pPpexTnBHOCTH cucTembl 3amuThl UCITAn OY

Kontpons  sdpdextuBnoctn  C3II[lH  momkeH  ocymiecTBiseTcs  Ha
nepuoauyecko  ocHoBe.  llenpto  kOHTponst  dPQexkTUBHOCTU  SBISAETCA
CBOEBPEMEHHOE BBISIBJIEHHUE HEHAIEeKAMX pexxuMoB padotsl C3II/[H (oTKIIIOUEHHE
CPEACTB 3alUThI, HAPYIICHUE PEKUMOB 3aIUTHI, HECAHKIIMOHUPOBAHHOE M3MEHECHUE
pexuMa 3allUThl U T.I1.), IPOTHO3UPOBAHUE aTaK U MPEBEHTUBHOE pearMpoBaHUE Ha
HOBBIE yrpo3bl 0e3onacHocTH [1/]H.

KoHTposib MOXET MpOBOIUTHCS Kak aJMHUHHUCTpaTopaMu 0e30macHOCTH
NCIIx (onepaTUBHBIA KOHTPOJIb B Mpoliecce HHGOPMAIIMOHHOTO B3aUMO/ICHCTBUS B
NCII[dH), Tak ¥ TpUBJICKAEMbIMU JIJIs1 3TOW 1I€JIM KOMIIETEHTHBIMU OpPTaHU3alUsIMU,
MMEIOIIMMU JUIICH3UIO Ha 3TOT BUJ AesaTeabHOCTH, a Takke PCTOK Poccun u ®Ch
Poccuu B mpesieniax ux KOMIETCHIUU.

KoHTposib MOXET OCYIIECTBIATHCS aJIMHUHUCTPATOPOM OE€30MaCHOCTH Kak ¢
MIOMONIBI0 IITATHBIX CPEACTB cUcTeMbl 3ammThl [I/IH, Tak W ¢ MOMOIIBIO
CIIEIUAIIBHBIX TPOTPAMMHBIX CPEICTB KOHTPOJIS.

Onenka >¢gdexkruBHOCTH Mep 3amuThl [1/IH TPOBOIUTCS ¢ UCMOIB30BaHUEM
TEXHUUYECKUX M TPOTrpaMMHBIX CPEACTB KOHTPOJS Ha TMpPEeAMET COOTBETCTBUS

YCTaHOBJICHHBIM TpC6OBaHI/I$IM.
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7. Cdepsbl oTBeTCTBEHHOCTH 32 Oe3onacHocTh I1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJb Hajg oOecreueHueM
0€30MacHOCTU MEePCOHANBHBIX JAHHBIX SIBISIETCS aIMUHUCTPATOP MHMOPMAIMOHHON
oe3onacHoctu (nanee - AWUDB), Ha3HauaeMbli prKka3oM aupekropa OVY.

Cdepa otrBerctBeHHOcTH AWDB  BKIIIOYaeT creAyrolmue HampaBICHHS
obecrneueHus 6e3onacHoctu I1/[H:

[InanupoBaHue u peanuzanus Mep no oodecrneuenuto 6ezonacuoctu [1J1H.
Amnanu3 yrpo3 6e3omnacuoctu [1/1H.
Pa3paboTky, BHEApEeHUE, KOHTPOJIb UCIIOJIHEHUSI U MOICPKAHUE B aKTyaIbHOM

COCTOSIHUY TMOJUTHUK, PYKOBOJICTB, KOHIEMIIUM, MPOLEAYP, PETIaMEHTOB, UH-

CTPYKIIMH U IPYTUX OPTaHU3AIMOHHBIX JOKYMEHTOB 10 00ecIieueHuto Oe3ormac-
HOCTH.
Koutpons 3amumiennocta UT-undpactpykrypst OV ot yrpo3 Ub myTem.

O6yuenue u unpopmupoBanue nonp3oBarenei MCIIJIH o mopsake paboTh ¢

[1/Iz 1 cpencTBamu 3aIMTHI.
[IpenoTBpanieHue, BbISIBICHUE, pEarupOBAaHKUE U PACCIIeIOBAaHUE HAPYIICHUI
oe3zomacuoctH 11/1H.
He pexe ogHoro pa3za B kBaprtal (a Ipy HUITMYUK HEOOXOJUMOCTH U Yallle) UH-
dbopmupoBanue pykoBojictBa OY o coctossHuM HHOOPMAIIMOHHON 0€30ITacHOCTH.

[Ipn B3aMMOJEHUCTBUU CO CTOPOHHUMH OpraHU3aIUsAMH B CilydasX, Korja
COTPYIHHMKAM 3TUX OpTaHU3aIUil TMPEJOCTaBIACTCS JOCTYN K OOBEKTaM 3allUThl
(pasmen /3/), ¢ >TMMK OpraHM3alMsAMH JOJKHO OBITh 3akaodeHo CormaiieHue o
KOH(puaeHIuanbHoCcTH, JO0 CorjamieHue o COOJIIOACHUN pexruMa 0€30MacHOCTH
[11a npu BemonHenuu padotr B MCII/In. IToaroroBka THUIMOBBIX BapHaHTOB ITHUX

COTJIAIIEHUM OCYIIECTBIISAECTCS COBMECTHO ¢ KOpuandeckum oTiesnom.
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8. Mogeuab HapymiuTesi 6€30MaCHOCTH

[Tong wnapymutenem B OV mnNoHUMaercs JHUIO, KOTOpPOE B pe3yibTare
YMBIIUJICHHBIX WM HEYMBIIUICHHBIX JEMCTBUH MOMKET HaHECTU yIIepOd oO0bekTam
3amuThl (pasnen /3/).

Hapymurenun nonpasaenstorces no npusHaky npunaiesxxnocty k UCIT/Ia. Bee
HAPYILIUTEIN IENATCSA Ha JBE TPYIIIIBI:

e BHENIHME HapYyUIUTENW — (QU3MYECKHEe JUIa, HE HMEIOIUEe TIpaBa
peObIBaHUS HA TEPPUTOPUU KOHTPOJIUPYEMOU 30HBI, B MpPEAenaax KOTOPOM
pa3menaercs obopynoBanue UCII/H,

e BHYTPEHHUE HapymuTenaun — (U3UYECKUE JMIa, HUMEIOIIUE MPaBo
npeObIBaHUS HA TEPPUTOPUU KOHTPOJIUPYEMOU 30HBI, B IIpeiesax KOTOPOi
pa3meniaercs obopynoBanue MUCIIJIH.

Knaccudukanus HapymmuTeneil npejacTtaBieHa B Mojenu yrpo3 6€30nacHOCTH

nepcoHanbHbIX AaHHbIX MCIT/IH.
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9. Moaeab yrpo3 6e30nacHOCTH

Jist UCITTe OV BBIOENSIOTCS CICTYIOIINE OCHOBHBIC KAaTErOpUU yIrpo3 0e3-
OMAaCHOCTH NEPCOHANBHBIX TaHHBIX:

1) Yrpo3sl OT yTEYKH MO TEXHUYECKUM KaHaJlaM.

2) YTpo3bl HECAHKITMOHUPOBAHHOTO JIOCTYIA K HH()OPMAITHH

- YTpo3bl YHUUTOKEHHUs], xuleHus amnmapatabix cpeacts MCII/H HocuTenein
uHbopMaluu mytem ¢puznyeckoro noctyna kK anementam UCIIH.

- Yrpo3bl XUILEHUS,, HECAHKIIMOHUPOBAHHON Moauukanuyu uian OJOKUpOBa-
HUSl MHQOpMAaILMK 3a cueT HecaHKuoHuposaHHoro nocrtyna (HCJ) ¢ npumenennem
POrpaMMHO-AIIAPATHBIX W NPOrPAMMHBIX CPEACTB (B TOM YHCJIE MPOrpaMMHO-
MaTEMAaTUYECKUX BO3/ICHCTBUI).

- Yrpo3bl HenpeIHAMEPEHHbIX JEUCTBHI MOJIb30BATENE M HapylleHUH Oe3-
omacHocty ¢ynkuronuposanus UCIIIu u C3I1/Ju B ee cocTaBe u3-3a cO0€B B Mpo-
rpaMMHOM O0€CIeUeHUH, a TaKKe OT Yrpo3 HEAHTPOIOI'€HHOro (cOOEB ammaparypsl
U3-3a HEHAJEXKHOCTH AJIEMEHTOB, COOEB AJIEKTPONUTAHUS) U CTUXUMHHOTO (yAapoB
MOJIHUH, TT0’KapOB, HABOAHEHUH U T.I1.) XapaKTEPOB.

- YTpO3bI IPEIHAMEPEHHBIX JEHCTBUI BHYTPEHHUX HAPYILIUTEIICH.

- prO3BI HCCAHKIMMOHUPOBAHHOTO AOCTYIIA 110 KaHaJlaM CBA3H.

Onucanue yrpos, BEpOSTHOCTh WX peaju3allii, OMAaCHOCTb U aKTyaJbHOCTh

npenacTaBiieHbl B Monenu yrpo3 6e3omacHocTu nepcoHanbHbix qanubix MCIIH.
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10. Mexanu3m peajm3anuu Konuenmun

Peanuzammst Konnenmuu M0ODKHA OCYIIECTBISITBCS Ha OCHOBE TMEPCIIEKTHBHBIX
IIPOTPaMM M TUIAHOB, KOTOPHIE COCTABJISFOTCS HA OCHOBAHHUH M BO UCIIOJTHEHUE:
denepanbHBIX 3aKOHOB B 001acT obecriedeHusi HHPOPMAIIMOHHOM 0€30acHOCTH U
3alIUTHl THPOPMAIUH;
noctanoBienui [IpaBurensctBa Poccuiickont denepannu;

PYKOBOJISAIINX, OPTaHU3AIMOHHO-PACTIOPSIUTEIBHBIX U METOIUYECKHX JOKYMEHTOB
OCTOK Poccuu;

notpebnocteit UCII/IH B cpeacTBax obecrnieuenust 0€30MacHOCTH HHGOPMAIUH.
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11. Oxumaemplii 3¢ dexT ot peanusanun Konuenunn

Peammzanus Konnermuu 6e3onacuoctu [1/{a B UCITIH mo3BoINT:

orieHuTh cocrosinue Oe3onacHocTd MHpopmaruu VCIIJIH, BBISIBUTh HCTOYHH-
KA BHYTPEHHUX W BHENTHUX yrpo3 MHGOPMAIMOHHON O€30MacHOCTH, ONPEACITUThH
MIPUOPUTETHBIE HANPABICHUS NMPEAOTBPALLCHUS, OTPAKECHUA U HEUTPAIU3ALNU ITUX
yIpo3;

pa3paboTaTh PACTIOPSAUTEIBHBIC W HOPMATHBHO-METOIUYCCKHAE JTOKYMEHTHI
npuMmenutesnbHo kK UCITH;

npoBecTH kinaccudukanuio u cepruduranuto UCIT/IH;

MPOBECTU OPTAHU3AIMOHHO-PEKUMHBIE U TEXHUUYECKUE MEPONPUSATUS MO
obecneuenuto 6e3omnacHoctu I11n B UCII/IH;

o0ecrneunTh HEOOXOUMBIN YPOBEHb 0€30MACHOCTH OOBEKTOB 3AIUTHI.

Ocy1ecTBICHNUE 3TUX MEPONPUITHI 00€CTIEUUT CO3/IaHUe €IUHOM, 1IETOCTHOM
U CKOOPAMHHUPOBAHHOW cucTeMbl HHbopManmonHoi Oe3omacHoctn HCII[H u

CO3/IaCT YCJIOBUS JUIs €€ JaIbHEHIIIEr0o COBEPILICHCTBOBAHUSI.
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Cnmcok UCcnoIb30BaHHBIX HCTOYHHUKOB

OCHOBHBIMH HOPMAaTHBHO-TIPABOBBIMHU M METOJWYECKUMHU JTOKYMEHTaMH, Ha
KOTOpBIX Oazupyetcst HacTosimast Konuenius, siBiastoTcs:

1 ®enepanbubiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O nepcoHanbHBIX J1aH-
HbIX» (nanee — @3 «O mepcoHANIbHBIX JAHHBIX)»), YCTAaHABIMBAIOIIUA OCHOBHBIC
OPUHIUIBL U ycnoBus oOpabotku I1J[H, mpaBa, 00sS3aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHUKOB OTHOIIIEHUH, CBSI3aHHBIX ¢ 00padoTkoi [1/1H.

2 IlocranoBnenue IlpaBurensctea PO ot 01.11.2012 Ne 1119
"O0 yTBepKIeHHH TPeOOBAaHUH K 3aIIUTE MEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe
B MH(GOPMAITMOHHBIX CHCTEMaX MEePCOHATBHBIX JaHHBIX .

3 «llopsaok npoBeaeHus kinaccuukanuu UHPOPMAIIMOHHBIX CUCTEM IEpPCO-
HaJIbHBIX JTAaHHBIX», yTBEpKIAEHHBIM cCOBMECTHBIM [Ipnkazom ®CTIK Poccun Ne 55,
®Cb Poccun Ne 86 1 Munundopmcessizu PO Ne 20 ot 13.02.2008 r.

4 «IlonoxxeHue 00 OCOOEHHOCTSIX OOpaOOTKU MEPCOHAIBHBIX JTAHHBIX, OCY-
HIECTBIISIEMON 0€3 UCIOJIb30BaHUS CPEJCTB aBTOMAaTU3aLUW», yTBepxkaAeHHoe [locTa-
HoBJieHueM lIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 HopMatuBHO-MeTOAMYECKHE TOKYMEHThl DenepalibHON Ciiy:KObl IO TEXHU-
YECKOMY U 3KCIepTHOMY KOHTpoto Poccuiickoit @enepanuu (nanee - ®CTIK Poc-
cur) 1o odecreueHuro O0e3omacuoctu I[1/1x mpu ux oopadoTke B UCIIdH:

6 Pexomenmauu o obecrneueHuIo 0€30MacHOCTH IEPCOHANBHBIX JaHHBIX TPU
ux o0paboTKe B MHPOPMAIIMOHHBIX CUCTEMaxX NMEPCOHAIbHBIX JaHHBIX, YTB. 3aM. 1H-
pexropa ®CTIK Poccun 15.02.08 r. (ACII)

7 OCHOBHBIE MEPOTIPUATHS TI0O OpTaHU3aIMU M TEXHUYECKOMY OOECIICUEHUIO
0€30MacHOCTH MEePCOHABHBIX JIaHHBIX, 00pa0aThIBA€MbIX B MH(POPMAIIMOHHBIX CH-
CTEMAaxX NEPCOHANBHBIX AaHHBIX, YTB. 3aM. aupekropa PCTIOK Poccum 15.02.08 r.
(ACLI)

8 baszoBas mMonens yrpo3 6€301macHOCTH MEePCOHANBHBIX JTAHHBIX MIPU UX O0pa-

OOTKE B I/IH(l)OpMaI_II/IOHHBIX CUCTEMaX ICPCOHAIBHBIX JAHHBIX, YTB. 3am. AUPECKTOpA

OCTOIK Poccun 15.02.08 r. (JICII)

38



9 MCTOI[I/IKa OIIpCACIICHNA AaKTYaJbHBIX YI'PO3 0e301acHOCTH INEPCOHATIBHBIX
JaHHBIX IIPHU HUX 06pa60TKe B I/IHq)OpMaI_II/IOHHBIX CUCTCMaAxX ICPCOHAIIBHBIX JIAHHBIX,

yTB. 3am. qupekropa DCTIK Poccun 15.02.08 r. (JICII)
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